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Information Brief No 3

Information released by Trading Standards







Useful information is also available online on the Buckinghamshire Council and Surrey County Council websites.
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Wash your hands of coronavirus scams!


Friends Against Scams aims to protect and prevent 
people from becoming victims of scams.


Contact
For advice on scams call the  


Citizens Advice Consumer Helpline on 0808 223 11 33


To report a scam call Action Fraud on 0300 123 2040


Contact your bank if you think you have been scammed.


Be a good friend,  
help to protect  


your family, friends  
and neighbours  


from scams.


Read it.  
Share it.  


Prevent it.


#Coronavirus 
#ScamAware


To learn more about the different types of scams visit www.FriendsAgainstScams.org.uk


Be aware of people offering or selling: 


	� Virus testing kits - these are only  
offered by NHS.


	� Vaccines or miracle cures – there is 
currently no vaccine or cure.


	� Overpriced or fake goods to protect 
yourself from coronavirus such as  
anti-bacterial products.


	� Shopping or medication collection 
services. 


	� Home cleaning services.


Protect yourself and others: 


	� Don’t be rushed into making a decision. If it sounds too 
good to be true it probably is.


	� Only purchase goods from legitimate retailers and  
take a moment to think before parting with money or 
personal information. 


	� Don’t assume everyone is genuine. It’s okay to reject, 
refuse or ignore any requests. Only criminals will try to 
rush or panic you. 


	� If someone claims to represent a charity, ask them for 
ID. Be suspicious of requests for money up front. If 
someone attempts to pressurise you into accepting 
a service they are unlikely to be genuine. Check with 
family and friends before accepting offers of help if you 
are unsure.
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Buckinghamshire and Surrey 
Trading Standards Service is 
committed to helping residents 
protect themselves from fraud. 
This leaflet deals with various 
fraud by mail, telephone and 
computer cyber crime, some of 
which are targeted against the 
elderly and more vulnerable.


Post and phone scams – be alert
Look out for the warning signs and avoid 
being a victim.


•  �Do you receive lots of mail promising  
large cash prizes?


•  �Do you receive catalogues offering 
products for sale and promising you  
a cash prize if you place an order?


•  �Do you get through cheque books  
very quickly?


•  �Do you receive letters from clairvoyants  
or psychics threatening bad luck or 
promising good fortune?


•  �Do you receive a lot of letters from  
the USA, Netherlands, Australia or  
Hong Kong?


•  �Do you receive frequent phone calls  
from strangers offering goods, services  
or refunds?


•  �Do you get lots of silent calls where there is 
nobody on the line?


If you have answered yes to some of these 
then please call us via Citizens Advice on 
0808 223 1133 for advice.


Why are scams a big problem?  
A scam is an illicit attempt to con you out 
of your money.  It is estimated that in the 
United Kingdom billions of pounds are lost 
each year to scams with only one in five cases 
being reported. The scammers often exploit 
the most vulnerable people in our society 
and are only interested in taking your cash.


Scams are fraud  
and fraud is a crime!







Reduce the number of unwanted 
phone calls  
Reduce the number of unwanted phone  
calls you receive by registering with the 
Telephone Preference Service (TPS).


TPS is free of charge and stops unsolicited 
sales and marketing calls. Register with the 
TPS in the following ways:
•  �for your landline call 0345 070 0707,
•  �for your mobile text “TPS” and your email 


address to 85095,
•  �or register both online at 


www.tpsonline.org.uk


trueCall machines let friends and family ring 
you but block unwanted calls. Find out more: 
www.truecall.co.uk  


Vulnerable residents of Buckinghamshire or 
Surrey may be eligible to borrow a trueCall 
machine for FREE. Contact the 
Citizens Advice Helpline 
on: 0808 223 1133.


Reduce the number of scam letters  
Reduce the number of scam letters you 
receive by registering with the Mailing 
Preference Service for FREE.  
Visit: www.mpsonline.org.uk 


 
You can become a 
Scam Marshal
To reduce your scam mail 
and and get your freepost 
mail bags, register as a  


Scam Marshall at:  
www.friendsagainstscams.org.


uk/scammarshals


This will also help the National Trading 
Standards Scams Team in their investigations.







Become a Friend Against Scams 
If you would like to be able to recognise 
scams and protect yourself against them, 
become a Friend Against Scams by attending 
a scam awareness session or completing our 
free online training 
 
Become a SCAMChampion
If you are passionate about fighting scams 
and feel confident enough to help others, 
you can become a SCAMChampion.


To find out more about becoming a  
Friend Against Scams or a SCAMChampion,  
visit: www.friendsagainstscams.org.uk


Take Five & read 
these top tips 


1. Requests to move 
money: Your bank or 
the Police will never 


contact you to ask for 
your PIN, password or to 


move money to another account. 


2. �Clicking on links/files: Never automatically 
click on a link in an unexpected email  
or text. 


3. �Personal information: Always question 
uninvited approaches in case it’s a scam. 
It’s good to double check a person, 
company or organisation by making your 
own enquiries in your own time. 


4. �Don’t be rushed or pressured into making 
a decision:  
•  Listen to your instincts. 
•  �If something feels wrong then it is right 


to question it.


5. �Use the GOV.uk website when enquiring 
about official documents such as a  
driving licence.


Vist: www.takefive-stopfraud.org.uk







If you would like this  
information in large print, Braille, 
on CD or in another  
language please contact us on: 
Tel: 0300 200 1005  
(+18001 for Text Relay) 
SMS: 07860 053465 
Email: contact.centre 
@surreycc.gov.uk 
Sign up to our email newsletter that highlights 
current scams and product recalls. Visit:  
www.scc.newsweaver.co.uk/tradingstandards


Contact us
For advice, to order another pack or to report 
something to trading standards please call 
Citizens Advice on 0808 223 1133.


@Bucks_SurreyTS


facebook.com /BucksSurreyTS


buckssurreyts
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Tel:    01296 388788 
Email: trading.standards@surreycc.gov.uk 
General Enquiries: 0300 123 2329  
www.bucksandsurreytradingstandards.gov.uk 


 


 


      
      
      
      
      
      
      
      


TRADING STANDARDS 


County Hall, Aylesbury, 
Buckinghamshire HP20 1UP 
 
Consort House, 5-7 
Queensway, 
Redhill, Surrey RH1 1YB 
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We are writing to you today with regards the Coronavirus and how you can access support 
and safeguard yourself against scams. 
 


Firstly, we hope that you are well and that we would like to re-iterate the government 


message to STAY AT HOME, reduce non-essential contact and to follow NHS guidelines 


about maintaining good hygiene. 


If you have either: 


• A high temperature – you feel hot to touch on your chest or back 


• A new continuous cough – this means you’ve started coughing repeatedly 


you must self-isolate for seven days if you live alone, or fourteen days if you live with others. 


It is particularly important for people who are over 70 or have an underlying health condition. 
 


Things such as Facebook Community Groups, WhatsApp Groups and the Nextdoor App 
that sends neighbourhood alerts can be great ways of staying in touch with those around 
you however it can be difficult to know who to trust. These are all online and not everyone 
has access to the Internet, so please see the telephone numbers below for your County if 
you require assistance. 


Please be aware that not everyone out there is trustworthy and some people will take 
advantage of this unusual situation our society is facing.  







 


 


 


Here are just some of the scams we are aware of, but please note that fraudsters come in 
all shapes and sizes and can contact you at the door, by phone, post or online. 


 


 Be aware of people offering miracle cures for coronavirus – there is no specific 


treatment for coronavirus (COVID-19). Treatment aims to relieve the symptoms until you 


recover 


 The council DO NOT need to enter your house to do a deep clean 


 Bogus healthcare workers claiming to be offering ‘home-testing’ for coronavirus – this 


is a scam and these kits are not currently available to buy. 


 Emails saying that you can get a refund on taxes, utilities or similar are usually bogus 


and they are just after your personal and bank details. 


 There are lots of fake products available to buy online that say they can protect you 


or cure coronavirus. These will not help and are designed to just take your money 


 There are new mobile phone apps that claim to give you updates on the virus, instead 


they lock your phone and demand a ransom 


 Your bank or the police will NEVER ask for your bank details over the phone 


 People offering to do your shopping and ask for money upfront and then disappear 


 
Tips to avoid getting tricked out of your money:- 
 


 Be sceptical, don’t be afraid to hang up, bin it, delete it or shut the door 


 Take your time, don’t be rushed 


 If you are online, be aware of Fake news and use trusted sources such as .gov.uk or 


NHS.uk 


 Know who you’re dealing with, if you need help talk to someone you know or get in 


touch with your local Council on the numbers below 


 Protect your financial information, especially from people you don’t know. Do NOT 


give your bank card or PIN to a stranger 


 If you think you have been scammed then call the police on 101 (999 only in an 


emergency) 


 For further consumer advice or to report to Trading Standards please contact us 


directly on 01296 388788 or email trading.standards@surreycc.gov.uk. 


 
 
If you live in Surrey: 


There is a new community helpline to help direct residents who need support, such as 
picking up shopping, prescription collections or having someone who can be a telephone 
friend, to services who can help. 


Community Helpline number: 0300 200 1008 (Monday to Friday, 9am to 5pm) 


https://www.surreycc.gov.uk/people-and-community/emergency-planning-and-community-
safety/coronavirus 


 



mailto:trading.standards@surreycc.gov.uk





 


 


 


If you live in Buckinghamshire: 


If you are an elderly or vulnerable person who is struggling to self-isolate please call the 
council on 01296 383 204. 


https://www.buckinghamshire.gov.uk/community-and-safety/coronavirus/ 


 


Kind Regards 


 


Lee Ormandy 


Trading Standards Manager 


 
 
 
 
 
 
 
 
 
 
 
 



https://www.buckinghamshire.gov.uk/community-and-safety/coronavirus/




image4.emf
5193 Coronavirus  Scam Postcard V3.pdf


