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London Borough of Hillingdon	


Confidentiality and Consent to Share Information 


1. What is Confidentiality?

2. What legislation covers confidentiality in Social Care?
· The Common Law of Confidentiality
· The Human Rights Act 1998
· The Care Act 2014
· The Health and Social Care (Safety and Quality) Act 2015
· The Data Protection Act 2018 and the GDPR

3. When can you break confidentiality in Social Care?
3.1 When can you override confidentiality
3.2 The Domestic Violence Disclosure Scheme

4. Confidentiality and Information Sharing
4.1 Caldicott Principles
4.2 Seven golden rules for Sharing Information
4.3 Tri.x resources




1. What is Confidentiality?
The principle of confidentiality is about privacy and respecting someone’s wishes. It means that you shouldn’t share personal details about someone with others, unless that person has said you can or it’s absolutely necessary. 

2. What legislation covers confidentiality in Social Care?
There are many legislative requirements surrounding confidentiality in social care. If you work with people and their records, then it’s important that you’re aware of the following legislation.

The Common Law of Confidentiality
The principle of confidentiality is broadly taken from common law, which is why it’s called a common law duty of confidentiality. Confidentiality is important for encouraging people to come forward with issues and concerns.
However, there are certain offences and provisions where the duty of confidentiality is overridden and the appropriate authorities need to know. Additionally, if there is a serious safeguarding concern and somebody is at risk, then you have a duty to share this information to keep people safe.

The Human Rights Act 1998
The Human Rights Act gives every individual the right to respect for their private and family life. This includes having any personal information held in confidence. This right, however, is not absolute and can be overridden if necessary, such as for a safeguarding concern.

The Care Act 2014
This Act encourages caregivers to take a person-centred approach when safeguarding vulnerable adults. It also sets out a new way of thinking in relation to adult social care by explaining the importance of sharing information at early stages so that people stay safe.

The Health and Social Care (Safety and Quality) Act 2015
This Act sets out a number of provisions relating to the health and social care services in England. It covers the integration of information relating to users of health and social services. It also explains the sharing of information for individuals who use health and social care services.

The Data Protection Act 2018 and the GDPR
The Data Protection Act and the GDPR both have provisions that explain the way organisations, charities, and businesses must handle information. This includes care settings and provisions relating to clients, patients, and employees. Under Data Protection and the GDPR, personal information must be:
· Processed lawfully, fairly, and transparently.
· Collected for specified, explicit and legitimate purposes.
· Adequate, relevant, and limited to what’s necessary for the purposes of why it was collected.
· Accurate and up to date.
· Not be kept for longer than is necessary.
· Processed in a manner with appropriate security, including protection against accidental loss.


3. When can you break confidentiality in Social Care?
3.1 When can you override confidentiality?
You may, in certain circumstances, override your duty of confidentiality if it’s done to protect the person’s best interests or the interests of the public. This means you may override your duty if:
· You have information that suggests a person is at risk of harm.
· You have information to suggest that a person is posing a risk of harm to someone else.
In these instances, you should always report your concerns to your manager or supervisor. You should also help and contribute to any further actions that are taken to reduce the risk of harm.
However, sometimes things are not this simple and it can be easy to misread and misunderstand the signs. If you have any concerns about someone, or a confidentiality issue arises, you should always ask your manager or supervisor for advice.

3.2 The Domestic Violence Disclosure Scheme
The Domestic Violence Disclosure Scheme (DVDS) commenced on 8 March 2014. The DVDS gives members of the public a formal mechanism to make enquiries about an individual who they are in a relationship with, or who is in a relationship with someone they know, where there is a concern that the individual may be violent towards their partner. This scheme adds a further dimension to the information sharing about children where there are concerns that domestic violence and abuse is impacting on the care and welfare of the children in the family.
Members of the public can make an application for a disclosure, known as the ‘right to ask’. Anybody can make an enquiry, but information will only be given to someone at risk or a person in a position to safeguard the victim. The scheme is for anyone in an intimate relationship regardless of gender.
Partner agencies can also request disclosure is made of an offender’s past history where it is believed someone is at risk of harm. This is known as ‘right to know’.
If a potentially violent individual is identified as having convictions for violent offences, or information is held about their behaviour which reasonably leads the police and other agencies to believe they pose a risk of harm to their partner, a disclosure will be made.
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Information should be treated in the utmost confidence and not divulged to anyone outside your organisation without the person's consent. The law does not prevent you from sharing information if:
· You have the person’s consent;
· The public interest in safeguarding a person's welfare overrides the need to keep the information confidential;
· Disclosure is required by court order or other legal obligation.

4.1 Caldicott principles
The Caldicott Principles are fundamentals that organisations should follow to protect any information that could identify a person, such as their name and their records. They also ensure that this information is only used and shared when it is appropriate to do so.
Organisations should use the Principles as a test to determine whether they need to share information that could identify an individual.

Principle 1: Justify the purpose for using confidential information
Every proposed use or transfer of personally identifiable information, either within or from an organisation, should be clearly defined and scrutinised. Its continuing uses should be regularly reviewed by an appropriate guardian.

Principle 2: Don’t use personal confidential data unless absolutely necessary
Identifiable information should not be used unless it’s essential for the specified purposes. The need for this information should be considered at each stage of the process.

Principle 3: Use the minimum necessary personal confidential data
Where the use of personally identifiable information is essential, each individual item should be considered and justified. This is so the minimum amount of data is shared and the likelihood of identifiability is minimal.

Principle 4: Access to personal confidential data should be on a strict need-to-know basis
Only those who need access to personal confidential data should have access to it. They should also only have access to the data items that they need.

Principle 5: Everyone with access to personal confidential data should be aware of their responsibilities
Action should be taken to ensure that those handling personally identifiable information are aware of their responsibilities and their obligation to respect patient and client confidentiality.

Principle 6: Understand and comply with the law
Every use of personally identifiable data must be lawful. Organisations that handle confidential data must have someone responsible for ensuring that the organisation complies with legal requirements.

Principle 7: The duty to share information can be as important as the duty to protect patient confidentiality
Health and social care professionals should have the confidence to share information in the best interests of their patients and within the framework set out by these principles. They should also be supported by the policies of their employers, regulators, and professional bodies.


4.2 Seven golden rules for Sharing Information
You should use your judgement when making decisions on what information to share and when and should follow LBH procedures or consult with your manager if in doubt. 

1. Remember that the General Data Protection Regulation (GDPR) is not a barrier to sharing information but provides a framework to ensure that personal information about living persons is shared appropriately.
2. Be open and honest with the person (and/or their family where appropriate) from the outset about why, what, how and with whom information will, or could be, shared, and seek their agreement, unless it is unsafe or inappropriate to do so.
3. Seek advice if you are in any doubt, without disclosing the identity of the person where possible.
4. Share with consent where appropriate and, where possible, respect the wishes of those who do not consent to share confidential information. You may still share information without consent if, in your judgement, that lack of consent can be overridden in the public interest. You will need to base your judgement on the facts of the case.
5. Consider safety and wellbeing: base your information-sharing decisions on considerations of the safety and wellbeing of the person and others who may be affected by their actions. 
6. Necessary, proportionate, relevant, accurate, timely and secure: ensure that the information you share is necessary for the purpose for which you are sharing it, is shared only with those people who need to have it, is accurate and up to date, is shared in a timely fashion, and is shared securely.
7. Keep a record of your decision and the reasons for it – whether it is to share information or not. If you decide to share, then record what you have shared, with whom and for what purpose.
 


4.3 Available tri.x resources
· How to guide “Consent to Information Sharing”
· Adult Social Care Privacy Notice
· Service User Consent Form
· Poster “Seven golden rules for information sharing” and “Flowchart of key questions for information sharing” 



Remember:
Always ask for consent to share information unless there is a compelling reason for not doing so. Information can be shared without consent if it is justified in the public interest or required by law. Do not delay disclosing information to obtain consent if that might put a person at risk of significant harm.
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