Corporate Data loss Policy

The Data Protection Act 2018 and the GDPR introduces a duty upon the Council to report certain types of personal data breach within 72 hours of the Council being aware of the incident to the Information Commissioner’s Office.

The Data Protection Act 2018 and the GDPR introduces a duty upon the council to report certain types of personal data breach within 72 hours of the council being aware of the incident to the Information Commissioner’

A “personal data breach” is a breach of security resulting in the accidental or unlawful destruction, loss, alteration, unauthorised disclosure or access to personal data. This does not only apply to instances where personal data has been lost but is considered to be, any occasion when there has been a breach of information security:

· where there is an unauthorised or accidental disclosure of or access to personal data
· where there is an unauthorised or accidental alteration of personal data, and
· where there is an accidental or unauthorised loss of access to or destruction of personal data

The council’s primary concern when dealing with a personal data breach will be to contain the breach, recover the personal data and ensure that no harm comes to residents following such an incident. 

The council has robust procedures in place to conduct thorough investigations when such an incident is reported.

All incidents of personal data breach are immediately be reported to the Chief Information Officer (CIO) and the Data Protection Officer (DPO) and also recorded in the Data Breach Register. If the incident is likely to result in a high risk to the individuals concerned (such as through identity theft) the council will notify those concerned.

Following being informed of a data breach incident, the DPO will make a decision whether or not to notify the Information Commissioner’s Office, in consultation with the CIO and Caldicott Guardian; after careful consideration of the incident and the likely risks to the individuals concerned.

















Procedure for Databreach cases for Adult Social Care

This procedure outlines the steps to be taken in the event of a data breach involving personal data or sensitive data in adult social care.  It ensures compliane with the Data Protection Act 2018, the General Data Protection Regulation (GDPR) and other relevant legal  requirements. The goal is to mitigate harm, notify appropriate parties and prevent future breaches.

1. Identify the Breach

· A data breach occurs when personal or sensitive information is lost, accessed, disclosed, altered, or destroyed without authorisation. Examples include
· Loss of client records (physical or electronic)
· Unauthorised access to client information
· Hacking, Malware or phishing attacks
· Accidental sharing or sensitive information (the most common in adult social care)

2. Assess the Breach
· Identify when and how the breach was discovered
· Determine the type of data involved
· Assess how many individuals are affected and the potential impact on them
· Identify whether the data breach is ongoing or contained.

3. Contain the breach
· Immediate response is to notify the data protection officer for Adult Social Care ASC Dataprotection (email  ASCdataprotection@croydon.gov.uk) with the full details of the breach including what occurred, when it was discovered and the nature of the data involved. They will also log the breach and initiate an investigation with the Information Management Team. That team will log all findings and investigate, which may require contact with the person reporting the breach for further information.

· Isolate the breach by stopping the data flow, securing systems and changing access controls if needed.

· Recover any lost data where possible to minimise damage

4. For digital breaches secure the compromised systems reset passwords and update security protocols.

5. For physical breaches (lost documents) retrieve the data if possible or determine the extent of the loss

The Data Protection Officer within the Information Management team will determine the severity of the breach considering factors and notifiy the Information Commissioners Office (ICO) within 72 hours if the breach poses a risk to individuals rights and freedoms.



6. Potential Consequences

· Damage to individuals (identify theft financial loss emotional distress)
· Impact on the care providers reputation and operations
· Legal and regulatory consequences
· Potential for disciplinary action.

7. Review and Learn

Post breach conduct a review to identify lessons learned. Ensure any systemic issues identified are addressed through changes to policy, procedure or technology

8. Staff Training
Enhance ongoing staff traiing programmes based on th breach analysis to improve awareness and prevent future incidents.

Conduct regular data audits to monitor adherance to policies.

Conclusion
Responding to a data breach quickly and efficiently minimises harm to indoviduals and ensures legal compliance.  This process aims to provide a structured effective approach to managing data breaches in adult social care prioritising both client welfare and the councils accountability. Remember if you do initiate a breach, please take responsibility and report it to the Compliance Team on (email  ASCdataprotection@croydon.gov.uk)
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