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DOCUMENT CONTROL

*Whenever the contents of the plan are revised or amended, make a note of these changes in order to establish a clear audit trail.*

	Date
	Revision/Amendment Details & Reason
	Author

	26/09/2013
	Change to contacts 
	Anthony Lyseight-Goslin 

	Nov 2019
	Reviewed & updated
	Darren McAughtrie 

	August 2020
	Reviewed & updated
	Darren McAughtrie 

	December 2020
	Reviewed & updated following BCP exercise
	Darren McAughtrie

	March 2021
	Updated with new staff details 
	RO

	August 2021
	Reviewed and updated with flood risk plan
	RO

	October 2021
	Plan updated re fuel shortages
	RO

	December 2021
	Plan updated re Cyber attack exercise 
	RO

	September 2022
	Updated with new staff details
	RO
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The details that follow provide a high-level situation summary on the business recovery solution and requirements for Lester House.
The purpose of this plan is to mitigate against any potential disruption to business continuity in relation to this site in the event of a major incident; to include a potential scenario of a ‘No deal’ or ‘Hard’ Brexit withdrawal of the UK from the European Union. The UK formally left the EU on 31st January 2020; however, an 11-month transition period has now commenced wherein the UK and EU will enter negotiations to determine what their future relationship will look like.
During the current transition period the UK will continue to follow all of the EU's rules and its trading relationship will remain the same. The transition period will end on 31 December 2020. 

Therefore, contracted providers and suppliers for this particular site are responsible for having their own, robust and exercised BCPs.   

Risks associated with the UK’s withdrawal from the EU have been acknowledged and, in the event, they occur; will be managed through this plan. Please refer to the relevant BIA for anticipated impact. 

. 

NB: The Peoples Directorate has confirmed how many fuels permits it would require in the event of fuel shortage/disruption. In the event of any national or local level fuel shortages, transport resilience arrangements will be:

· Staff to use public transport where possible

· Walking or cycling to be promoted where practical

· Sharing of vehicles

· Meetings or visits to take place virtually where acceptable 

· Rescheduling or re-routing any travel plans

· Utilising council-owned electrical vehicles 

Covid-19, Test & Protect and Heatwave & Flood Risk plan 

This plan has been reviewed and updated in response to the Covid-19 pandemic and to ensure it remains fit for purpose in light of Test & Protect and contains actions which reduce risk of hot weather causing harm to residents and staff.  

Social care staff are continuing to fulfil statutory duties, whether this is by remote working, utilising technology to undertake conferences or reviews, or undertaking required visits using appropriate Personal Protective Equipment (PPE). 

Social care staff have been provided with action cards which contain PPE guidance for staff visiting residents at home, along with a care provider FAQ card and care home action card. These are based on updates to national guidance and supersede previous guidance. Staff also have access to video-based guidance which demonstrates how to wear PPE.

The actions taken to reduce risk in the event of a heatwave are:

· The BCC, along with the relevant senior staff within social care have signed up to receive health heat & flood risk alerts via the website/application https://www.metoffice.gov.uk/about-us/what/met-office-weather-app. This ensures we are cited at the earliest opportunity and take a proactive as opposed to reactive approach 

· Teams can contact vulnerable residents via telephone to provide advice and support during weather-related incidents. Alternatively conduct any in-person visits deemed necessary after completing risk assessment. This is in accordance with current social distancing measures 

· Social care staff based at a council building that experiences flooding will be advised via council-wide and directorate specific communications to work remotely or at an alternative location until risk subsides

· Concentrated efforts will be undertaken to restore any building facilities affected by flooding, so affected staff have the option to return to the facility at the earliest opportunity

· WF residents and staff who reside in the borough who are affected by flooding have access to help & support via Neighbourhoods: https://www.walthamforest.gov.uk/service-categories/emergencies?utm_campaign=Orlo&utm_content=&utm_medium=email&utm_name=&utm_source=govdelivery&utm_term= 

· Social Care staff will also be provided with the following Public Health Documents in relation to weather extremities: Beat the Heat -Coping with the heat and Covid-19 & https://www.gov.uk/government/collections/flooding-health-guidance-and-advice 
The actions taken in light of communications in the event of disruptions are:

· Information has been cascaded from ICT to staff how to create mobile ‘hotspots’ if they are unable to access WIFI services
LBWF ICT Digital Exercise – Cyber attach scenario 05/11/2021

· Senior Families Representatives participated in cyber exercise with ICT

· ICT shared ‘lessons learnt’ from Hackney cyber-attack and confirmed supplier details re: where/ how they store the back-up data in the event of an attack

· ICT will consider the development of an externally hosted Council webpage (homepage) for internal and/ or external traffic to share information (arrangements/ advice/ etc) in the event that the current webpage becomes unavailable (malware attack)  

· Families requested if a good example of how service BCPs interact with Corp ICT BCP can be shared, i.e., what ICT will provide 

· ICT to share with services which systems are hosted externally and internally in order that they can better understand their vulnerability to a system attack/ going down. The “buckets” need to be clarified and shared with key services

KEY CONTACTS

	Name
	Role
	Office
	Out of Office
	Mobile

	Daniel Phelps
	Corporate assistant Director CSC &   
	02084965050
	07765 251778
	07765 251778

	Abigail Adieze
	Assistant Director 
Corporate Parenting Service and Responsible individual 


	07715536869
	07715536869
	07956629293

	 Raul Jaque
	Interim Centre Manager


	 
	
	

	Jennifer Elias 
	Centre

Deputy Manager


	020 8496 1412
	07956 569 132
	07771159183


RECOVERY STRATEGY

	Summary of Recovery Strategy 
	To be able to safeguard the welfare of children who are utilising respite services at the time disruption occurs
If an incident affects only 99a, children living there will move into Lester House and the respite offer will be reduced. If an incident affects the entire site, alternative overnight accommodation will be sought for the children who are permanent residents (3).




	Alternative Site(s) Details
	The Markhouse Centre 
247, Markhouse Road
Walthamstow, E17 8DW


CRITICAL FUNCTIONS

	Ref
	Critical Function

(Add additional rows if required)

	
	
	Impact over time: tick where and when you consider serious impact will occur

	
	
	1hr
	3 hrs
	4 hrs
	24 hrs
	1 Month

	F1
	Register / Record 
	· 
	
	
	
	

	F2
	Assignment of worker 
	· 
	
	
	
	

	F3
	Emergencies 
	· 
	
	
	
	

	F4
	Pick-up / Arrival 
	
	· 
	
	
	

	F5
	Medication 
	
	· 
	
	
	

	F6
	Use of specialist hoist 
	
	· 
	
	
	

	F7
	Transportation 
	
	· 
	
	
	

	F8
	Clinical waste 
	
	· 
	
	
	

	F9
	Lunch / Dinner 
	
	
	· 
	
	

	F10
	Collection / Departure 
	
	
	· 
	
	

	F11
	Access to placements 
	
	· 
	
	
	

	F12
	Financial approval for agency staff 
	
	
	
	· 
	

	F13
	Salaries 
	
	
	
	
	· 


*Refer to section 4 Business Impact Analysis. *

PLAN PURPOSE
To provide a flexible response so that the registered centre manager and deputy centre manager can:

· Respond to a disruptive incident (incident management)

· Maintain delivery of critical activities/services during an incident (business continuity)

· Return to ‘business as usual’ (resumption and recovery)

PLAN OWNER
Daniel Phelps, Corporate Director, CSC is this Plan’s Owner and responsible for ensuring that it is maintained, exercised and updated in accordance with internal requirements for business continuity.

DEPENDENCY ON OTHER SERVICES
The delivery of this service relies upon the following BCPs being in place, namely:
	SERVICE NAME (BCP)
	BCP OWNER

	Care & Support 
	Darren McAughtrie / Daniel Phelps

	Markhouse Centre BCP 
	Maureen McEleney 

	
	

	
	


*Refer to second table in Business Impact Analysis: “Stakeholders and Dependencies”.*
PLAN DISTRIBUTION 

*The final plan can often contain sensitive data e.g. out-of-hours contact information for staff, it is therefore important to keep the document secure, as per the Data Protection Act and to keep a record of who has received the plan. It may also be of benefit to brief appropriate staff about maintaining the security of the document, i.e. restricting access and identifying safe storage solutions.*

This Plan is distributed as follows:

	NAME
	JOB TITLE

	Daniel Phelps 
	Corporate Director- CSC

	Abigail Adieze
	Responsible individual  

	Raul Jaque
	Interim Centre Manager 

	Jennifer Elias
	Deputy Manager


PLAN STORAGE

*It is good practice to have the document saved/stored in multiple locations as a contingency arrangement i.e. a hard copy of the plan in a ‘grab bag’ or saved on a memory stick, so that if you do encounter ICT system failure, you have a back-up copy of the plan available.*

Electronic copies of this Plan are stored:

\\wfrgnas01\shared2\Cmntyservs\Children and Families Senior Management\Business Continuity Plan and; C\\wfrgnas01\shared2\Cmntyservs/92 LGR Management Docs
And is on Resilience Direct
PLAN REVIEW DATE

This Plan was updated in September 2022 and will be reviewed in January 2023.
PLAN EXERCISE/TESTING

This plan was exercised in April 2022 and recommended alterations made.

CIRCUMSTANCES

This Plan will be activated in response to an incident causing significant disruption to normal service delivery/business, particularly the delivery of key/critical activities.  Examples of circumstances triggering activation of this Plan include:

· Loss of key staff or skills e.g., above normal levels of absenteeism due to illness

· Loss of critical systems e.g., ICT failure

· Denial of access, or damage to, facilities e.g., loss of a building through fire 

· Loss of a key resource e.g., a major supplier vital to the delivery of a key service
RESPONSIBILITY FOR ACTIVATION

In the event of a stand-alone Business Continuity incident, the Corporate Director, Daniel Phelps will be responsible for the activation and stand down of the Business Continuity Plan. If a Business Continuity incident affects more than one service, the nominated Business Continuity Team for Barking & Dagenham will activate and stand down this Plan:

*Insert the name of the Divisional Director that will activate the Plan for your service*

	Name
	Role
	Office
	Out of Office
	Mobile

	Daniel Phelps
	Corporate Director CSC 
	02084965050
	07765 251778
	07765 251778



PROCESS FOR ACTIVATION 


PURPOSE OF THE INCIDENT MANAGEMENT PHASE

· Protect the safety of staff, visitors and the wider community

· Protect vital assets e.g., equipment, data, reputation etc

· Ensure necessary communication takes place

· Support the Business Continuity phase

· Support the Recovery and Resumption phase 

ACTIONS TO PROTECT THE SAFETY AND WELFARE OF STAFF, VISITORS AND THE PUBLIC

The following actions will be taken to protect the immediate safety of staff, visitors and the public: 

	(
	ACTION
	FUTHER INFO/DETAILS

	1. 
	Evacuate the building if necessary 
	Use normal evacuation procedures for the building

	2. 
	Ensure all staff report to the Assembly Point. 
	For Lester House 
The Fire Assembly point for the service is:

Bus garage (Stagecoach Leyton garage – Leyton high Rd)
The Bomb Assembly Point for the Service is: 

Bus garage (Stagecoach Leyton garage – Leyton high Rd)



	3. 
	Call emergency services (as appropriate)
	TEL: 999

The most senior manager on site is responsible for completing this action

	4. 
	Check that all staff, contractors, and any visitors have been evacuated from the building and are present. Consider safety of all staff, contactors, and visitors as a priority
	Sign in sheets for all teams
Fire Marshals are responsible for completing this action

	5. 
	Ensure log of incident is started and maintained throughout the incident phase
	Use a decision and action log to do this.



	6. 
	Record names and details of any staff, contractors or visitors who may have been injured or distressed in the incident. 
	The most senior member of staff on site is responsible for completing this action

	7. 
	Forward details of any fatalities or injuries in the incident to HR (depending on scale of incident) and agree action that will be taken. 
	The HR contact to forward this information to is Daniel Proctor
Daniel Phelps is responsible for completing this action

	8. 
	Assess impact of the incident to agree response / next steps
	The most senior member of staff on site is responsible for completing this action

	9. 
	Log details of all items lost by staff, visitors etc as a result of the incident
	The most senior member of staff on site is responsible for documenting this information

	10. 
	Consider whether the involvement of other teams, services or organisations are required to support the management of the incident
	Depending on the incident the following may be approached to assist with incident management:

· Personnel

· Health and Safety

· Legal 

· Occupational Health




COMMUNICATION ACTIONS

In the event of an incident and this plan being activated, the following people should be contacted.  Nature of contact will depend on the incident type and time it has occurred. 
The Senior Manager on site is responsible for completing the communication actions.
	ALWAYS CONTACTED  [add or amend as required]

	(
	Name
	Role
	Contact Details
	Likely message

	1. 
	Daniel Phelps
	Corporate Director CSC
	As above
	· Incident is taking place

· Action being taken

· Impact on the service

· Request to escalate or support

	2. 
	Abigail Adieze
	Responsible Individual 
	As above
	· As Above

	3. 
	Raul Jaque
	Interim centre manager 
	As above
	· As Above

	4. 
	Jennifer Elias 
	Deputy Centre Manager 
	As above
	· As above


	CONTACTED DEPENDING ON INCIDENT [add or amend as required]

	(
	Name
	Role
	Contact Details
	Likely message

	1. 
	Daniel Phelps
	Corporate Director 
	As above
	· Incident is taking place

· Action being taken

· Impact on the service

· Indication of any press interest

	2. 
	Eddie Townsend
	Asst Director of Communications
	07773285675
	· Incident is taking place

· Action being taken

· Impact on the service

· Indication of any press interest

· Areas they can support service 

	3. 
	Partners
	Key Partners
	DM and Registered centre manager to alert partners as appropriate
	· Incident is taking place

· Action being taken

· Impact on the service

· Where they need to report to/work from

	4. 
	Customers
	N/A
	To be undertaken by Registered centre manager
	· Incident is taking place

· Action being taken

· Impact on the service

· Expected duration of the disruption


COMMUNICATING WITH STAFF, SUPPLIERS AND CONTRACTORS
*It is highly likely that staff, suppliers and contractors will need to be informed about a business disruption and actions being taken to ensure the continuity of the Service. Management may also have to contact staff out of hours to advise them of any alterations to working conditions e.g. relocation of the Service to an alternative site. All staff members contact details should be recorded for this purpose. Contact details change, it is therefore important to ensure a process is in place to ensure details recorded in this plan are kept up-to-date.*

	Name
	Job Title
	Contact Details

	All
	
	All managers have their direct reports contact details. Communication with staff will be cascaded through the management structure.

	
	
	

	
	
	


ACTIONS TO SUPPORT BUSINESS CONTINUITY 

	(
	ACTION
	FUTHER INFO/DETAILS

	1. 
	Assess the key priorities for the remainder of the working day and take relevant action
	Consider sending staff home, to recovery site etc

	2. 
	Inform staff what is required of them
	DP and Registered Centre Manager will make decisions on what staff need to work from the recovery site and if appropriate, which staff should be sent home 

	3. 
	Publicise the interim arrangements for delivery of critical activities
	Ensure all stakeholders are kept informed of contingency arrangements as appropriate

Registered Centre manager will be asked to contact the relevant families to notify of site change.
DP will send a general email to partner contacts




ACTIONS TO SUPPORT RECOVERY AND RESUMPTION

	
	ACTION
	FUTHER INFO/DETAILS

	1. 
	Take any salvage/asset recovery actions that are appropriate 
	Remove any equipment, furniture, records etc that are at risk of damage. A full and thorough check of the building to ensure no confidential information is left needs to be completed by registered manager and deputy centre manager 

	2. 
	Continue to log all expenditure incurred as a result of the incident 
	Use a financial expenditure log to record costs incurred because of responding to the incident 

	3. 
	Seek specific advice/ inform your Insurance Company
	


*The ‘Business Continuity’ phase of your response is concerned with maintaining a level of continuity with your most critical activities. It is not necessarily about getting all activities back up and running, only those activities that have been identified as a priority in your Business Impact Analysis document and which will be inserted into this section. Implementing contingency arrangements such as moving to a relocation site or identifying alternative working practises i.e. suspending non critical activities is a key feature of this phase of the response. This section of the plan requires you to insert details of the actions you would be taking to maintain critical activities.  

PURPOSE OF THE BUSINESS CONTINUITY PHASE

The purpose of the business continuity phase of response is to ensure that critical activities are resumed as quickly as possible and/or continue to be delivered during the disruption.  

The Business Impact Analysis (BIA) for Care & Support sets out details of critical functions and the resources required to deliver them both in ‘business as usual’ and in crisis situations. The local Business Continuity Team will refer to the BIA to help inform the business continuity response that is required. 

NON-CRITICAL FUNCTIONS
A number of functions are non-critical, and consideration will be given to:

· Not recovering these activities until critical functions have been resumed

· Suspending these functions and diverting their resources to support the critical ones

The non-critical functions for this team/service/organisation are:

	 
	Brief Description of Non-Critical Functions

	1. 
	

	2. 
	

	3. 
	


BUSINESS CONTINUITY ACTIONS

The Business Continuity Team (See Section 2) for the incident is responsible for ensuring the following actions are completed:

	
	ACTION
	FUTHER INFO/DETAILS

	1. 
	Identify any other staff required to be involved in the BC response 
	Depending on the incident, the Business Continuity Team may need additional/specific input in order to drive the recovery of critical activities

	2. 
	Evaluate the impact of the incident 
	Use an incident impact assessment form to understand the impact of the incident on ‘business as usual’ working activities.  

	3. 
	Plan how critical activities will be maintained. 
	Consider: 

· Immediate priorities

· Communication strategies

· Deployment of resources 

· Finance

· Monitoring the situation

· Reporting

	4. 
	Log all decisions and actions, including what you decide not to do and include rationale
	Use a decision and action log to do this

	5. 
	Log all financial expenditure incurred
	Use a financial expenditure log to do this

	6. 
	Allocate specific roles as necessary
	Roles allocated will depend on the incident and availability of staff 

	7. 
	Secure resources to enable critical activities to continue/be recovered
	Consider requirements such as the staffing, premises, equipment. 

Refer to BIA for more detailed information on resource needs.

	8. 
	Deliver appropriate communication actions as required
	Ensure methods of communication and key messages are developed as appropriate to the needs of your key stakeholders e.g. customers, suppliers, staff, Executive Boards, Shareholders etc.


PURPOSE OF THE RECOVERY AND RESUMPTION PHASE
The purpose of the recovery and resumption phase is to resume normal working practises for the respite service. Where the impact of the incident is prolonged, normal operations may need to be delivered under new circumstances e.g., from a different building.

RECOVERY AND RESUMPTION ACTIONS

	
	ACTION
	FUTHER INFO/DETAILS

	1. 
	Agree and plan the actions required to enable recovery and resumption of normal working practises
	Agreed actions will be detailed in an action plan and set against timescales with responsibility for completion clearly indicated.

	2. 
	Continue to log all expenditure incurred as a result of the incident 
	Use a financial expenditure log to do this

	3. 
	Respond to any long terms support needs of staff
	Depending on the nature of the incident, the Business Continuity Team may need to consider the use of Counselling Services e.g. internal Occupational Health involvement or appropriate External Agencies

	4. 
	Carry out a ‘debrief’ of the incident and complete an Incident Report to document opportunities for improvement and any lessons identified
	Use an Incident Report Form to do this.  This should be reviewed by all members of the Business Continuity Team to ensure key actions resulting from the incident are implemented within designated timescales

	5. 
	Review this Business Continuity Plan in light of lessons learned from incident and the response to it
	Implement recommendations for improvement and update this Plan.  Ensure a revised version of the Plan is read by all members of the Business Continuity Team  

	6. 
	Publicise that there is now ‘business as usual’
	DM to email to key partner agencies
Registered centre manager / Deputy centre manager will alert the relevant families who have access to respite / short breaks.


Template produced by the London Borough of Barking & Dagenham and London Borough of Waltham Forest Civil Protection Service - Version 2.0 March 2016 © Copyright, The London Borough of Barking & Dagenham and London Borough of Waltham Forest Civil Protection Service. All rights reserved. No portion of this Guide may be reproduced in any form or incorporated into any information retrieval system without the written permission of the Copyright owner.
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