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Practice Guide   

LCS and EHM – Restricting Case Files  

Accessing records within LCS and EHM  

Service user information held on LCS or EHM should only be accessed on a strictly 
“need to know” basis and for the purposes of fulfilling roles within the organisation and 
complying with GDPR.  

Compliance with contractual and professional codes of conduct should be sufficient to 
maintain the appropriate level of confidentiality.  There is audit functionality within LCS 
and EHM to monitor access and disciplinary procedures can be followed if a breach 
occurs. 

In certain circumstances (although it should be used on a limited basis) additional 
levels of information security may be required through the restriction of records.   

Reasons for restricting records 

A record on LCS or EHM can be restricted for the following reasons –  

 A member of staff has a personal relationship i.e. family member, friend, neighbour 
etc. with a service user. The member of staff should advise their Team Manager in 
any circumstances where this arises. The file will be restricted to just that 
member of staff. 

 

 The death of a child where child protection concerns exist that require investigation.  
  

 The birth record of a child who has been placed for Adoption. 
 

 If requested by the subject of the record, where there is reason to believe that there 
would be a significant risk to their safety should unauthorised access to the record 
occur, or where information is of a confidential nature (e.g. witness protection). 
 

 Where the case is highly sensitive or of a confidential nature. 
 

 If a member of staff is also a service user or carer and wishes their information to 
be restricted. Restrictions for this reason will only be considered where the situation 
is deemed complex and/or of a sensitive nature, and the standard restriction of 
individuals only accessing records in order to fulfil the specific requirements of their 
role is insufficient. 
 

 A decision is taken at Head of Service level or above to limit access due to media 
interest. 

 All other circumstances - where a request for a record to be restricted is made for 
any other reason, Application Support - Childrens will confirm if restriction should 
be applied with the Head of Safeguarding. 



2 
August 2020  

 

Type of restriction  

Restriction of the record for named people only 

This will ensure that a named person or people will not be able to access the record 
at all. This type of restriction will preserve confidentiality but also allow practitioners 
and managers working with the family to continue to do so. This can be requested 
at Team Manager Level. 

Universal restriction to everyone except named individuals or teams 

This should only be applied in exceptional circumstances, as agreed with the 
relevant Head of Service or above. When applied, this restriction will block all users 
from accessing a record except for named individuals or teams. This type of restriction 
should only be used when it is necessary to provide blanket confidentiality (e.g. 
children placed for adoption).   

Access to these cases should be limited and based on professional need to access 
the case i.e. allocated worker and Team Manager.  Where a duty worker is required 
to pick up a piece of work, access should be limited to their involvement.  If the case 
transfers workers and/ or teams the previous Team and workers access will be 
removed.  Any access requests for these types of restrictions needs to be authorised 
by Head of Service or above. 

Requesting restriction 

All requests should be emailed to Application Support Childrens using the CCRST 
email address. The request must include the case number, the reason for restriction 
and a list of members of staff who should have access to the record. 

If Application Support - Childrens are not clear where the authority to restrict records 
comes from, they will refer the request back to the Head of Service. 

Required access  

When a record is restricted, there are some access requirements that need to be in 
place to ensure suitable responses can be provided and for management oversight. 
All records that are restricted will be accessible to: 

 Strategic Director and Deputy Director of Children’s Services 
 Heads of Service 
 Service Managers 
 Children’s Safeguarding 
 MASH Managers 
 Emergency Duty Team 

N.B. This will be changed when the reason for restriction relates to one of these staff 
(e.g. personal relationship with the service user). 

If additional members of staff need access to records access will be agreed by a 
Service Manager. 
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Case record indicates record is restricted 

It is important that it is clearly recorded on LCS / EHM when a record is restricted. 
Application Support - Childrens will add a case note recording when and why the case 
was restricted with the relevant authorisation. 

Application Support - Childrens will also update the reason for restriction and manager 
responsible for restriction in the restricted area with LCS. 

Alternatives to restricting records 

It may not always be necessary to restrict a record. Alternatives include consider 
notifications/warnings in the form of: 

 a yellow banner notice on the LCS basic demographics tab personal page 
 a hazard warning 

Requests should be made to the CCRST email address. 
 
Review 

Records should only be restricted for the time where there is a need. As soon as the 
situation no longer applies the restriction should be removed for example a child death 
investigation concluding, adoption no longer being the plan, case no longer of media 
interest. Where this occurs a request should be made to Application Support Childrens 
(CCRST email address) to lift the restriction. 

All restricted records should be reviewed on a 3 monthly bsis. Application Support 
Childrens will provide a report including reasons for restriction to the Head of 
Safeguarding who will authorise where restrictions can be removed. 

 


