Appendix A

	Title
	Mosaic Security Policy

	Subject
	Reducing the risk to data and information contained within AS and CS Mosaic


Introduction

1. WSCC relies on Mosaic to operate and maintain effective services to customers of Adults and Children’s Services. To ensure the security of the data contained within Mosaic, all Mosaic users must follow this policy. 

Scope 

2. This policy applies to any WSCC employee or third party who requires access to Mosaic.
Policy Statements

3. Where access is to be granted to any third party (e.g. contractors, service providers, voluntary agencies, partners) compliance with this policy must be agreed and documented.  Responsibility for ensuring this lies with the Council employee that initiates this third party access.

4. Mosaic users must all be familiar with the following policies:
a. WSCC Information Security Policy

b. WSCC Acceptable Use Policy for IT facilities

c. Removable Media for End Users

d. Emailing Controlled Access Information

e. Information Sharing Policy

f. Third Party Organisation Access to WSCC networks

g. Third Party Individual Access to WSCC networks

5. All users must read and sign the personal declaration for Mosaic prior to accessing the system (at Annex A).

6. 
All users must complete appropriate information security awareness training (Cabinet Office: Protecting Information) in order to maintain their access to Mosaic.

7. Processes must be implemented to ensure that all access rights of users of Council information systems shall be removed in a timely manner upon termination or suspension of their employment, contract or agreement.

Compliance

Non-compliance with this policy could have a significant effect on the efficient operation of the Council and may result in financial loss and an inability to provide necessary services to our customers. If any user is found to have breached this policy, they may be subject to WSCC disciplinary procedure. Users from external organisations may be subject to their own disciplinary process as well as having their access to Mosaic revoked.  If a criminal offence is considered to have been committed further action may be taken to assist in the prosecution of the offender(s). If you do not understand the implications of this policy or how it may apply to you, contact your line manager.

Annex A

This statement must be signed by anyone requiring access to the Mosaic System. No accounts will be created on Mosaic systems until a signed statement is received, the signed statements will be filed in staff member’s personnel files.

In the event that you become aware of any loss or theft of material protectively marked or personally sensitive you must immediately report this via the IT Service Desk and your line manager.

Rules for the Use of the Mosaic System

You must read these rules and sign a personal declaration to indicate that you are willing to abide by them before you are provided with access to Mosaic.

You must:

· Understand and agree to comply with WSCC security policies specified at paragraph 4;

· Only access the data and information that relates to your work;

· Acknowledge that your use of the Mosaic may be monitored  for lawful purposes; 

· Agree to be responsible for any use by you of the Mosaic using your unique user credentials (user ID and password, access token or other mechanism as provided) and e-mail address; 

· Protect your user credentials at least to the same level of secrecy as the information they may be used to access, (in particular, you will not write down or share your password other than for the purposes of placing a secured copy in a secure location at your employer’s premises); 

· Protect any sensitive or not protectively marked material sent, received, stored or processed by you via the Mosaic system to the same level as you would paper copies of similar material; 

· Disclose information received via Mosaic only on a ‘need to know’ basis;  

· Seek to prevent inadvertent disclosure of sensitive or protectively marked information by avoiding being overlooked when working, by taking care when printing information received via Mosaic (e.g. by using printers in secure locations or collecting printouts immediately they are printed, checking that there is no interleaving of printouts, etc.) and by carefully checking the distribution list for any material to be transmitted; 

· Securely store or destroy any printed material (by shredding); 

· Never attempt to disable any measures to protect unauthorised viewing of information displayed on IT systems (such as an inactivity timeout that causes the screen to be blanked or to display a screensaver or similar, requiring a user logon for reactivation); 

· Inform your manager immediately if you detect, suspect or witness an incident that may be a breach of security; 

· Take precautions to protect all computer media and portable computers when carrying them outside your organisation’s premises (e.g. leaving a laptop unattended or on display in a car such that it would encourage an opportunist thief); 

· Comply with the Data Protection Act 1998 and any other legal, statutory or contractual obligations that your employer informs you are relevant; 

· Ensure all information that you are working with is accurate and up to date, for example dating out relationships, addresses, or warnings are regularly reviewed etc. 

You Must Not

· Use a colleague's credentials to access Mosaic and equally ensure that your credentials are not shared and are protected against misuse; 

· Attempt to access Mosaic from other IT systems and locations which you have been explicitly authorised to use for this purpose; 

· Make false claims or denials relating to your use of the Mosaic (e.g. falsely denying that an e-mail had been sent or received); 

· Send Protectively Marked information over public networks such as the Internet; 

· Forward or disclose any sensitive or protectively marked material received via Mosaic unless the recipient(s) can be trusted to handle the material securely according to its sensitivity and forwarding is via a suitably secure communication channel; 

· Leave your computer unattended in such a state as to risk unauthorised disclosure of information sent or received via Mosaic (this might be by closing the e-mail programme, logging-off from the computer, activate a password-protected screensaver, etc., so as to require a user logon for activation); 

· Attempt to bypass or subvert system security controls or to use them for any purpose other than that intended; 

· Remove equipment or information from my employer’s premises without appropriate approval; 

· Introduce viruses, Trojan horses or other malware into the system or;

· Disable anti-virus protection provided at my computer; 

Personal Declaration on the Use of Mosaic
I confirm that I have read these rules and will comply with them in all my use of Mosaic.

I confirm that I have completed the e-learning package Protecting Information elearning (this may be audited). 

Signed
        


Name (Capitals)
        


Personnel Number      


Date
        


Job Title
        


Business Unit
        


To be countersigned by line manager, to authorise access to Mosaic: The manager should check that the employee has read the policies listed in Appendix A and has completed the Protecting Information e-learning.

Line Manager
            ……………………………………………………………………………………………….


Signature


Line Manager
            ……………………………………………………………………………………………….

Name (Capitals)
PAGE  
2

