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ILO : UNCLASSIFIED


Mobile Computing Agreement 

(excl. mobile phones)
	1. USER DETAILS

	Officer Name


	

	Position / Job Title

	

	Contact Number Work/Mobile
	Work
	Mobile

	
	
	

	Email Address
	

	Organisation/Directorate/Service
	Assistant Executive Director
	Head of Service

	
	
	

	Equipment Details
	TAG No.
	Make
	Model

	
	
	
	

	
	
	
	

	2. USER AGREEMENT

	I understand that:

a. I am responsible for the security and use of the mobile computing equipment issued to me and I am expected to take the reasonable steps to protect the device and its data from theft, damage, misuse or confidentiality breaches. This responsibility includes accessories and applies at all times irrespective of whether at work or off-site;
b. The cost of repairs/replacement resultant from damage and/or misuse may be charged to my service cost centre;

c. I must return the equipment immediately if requested by my line manager, head of service, director, the IT Service or internal audit;

d. I must ensure the device is charged and available for use whenever I am required to use the device ‘out of the office’;

e. I must ensure that information is backup to a server on a daily basis;

f. I must arrange for software installations and configuration to be undertaken by a member of the IT Service. 

g. I must ensure that all software that I require is appropriately licensed. 

h. I must seek explicit written consent from the Head of IT prior to the installation of any additional software including downloads from the internet and/or ‘app’ stores; 

i. I must only use the camera function for legitimate business requirements; 

j. I must comply with the relevant legislation and Trust policies, including but not limited to: the Data Protection Act 2018; the Trust’s Information Security, Acceptable Use of IT, and Managing Conduct, Performance and Information Policies/Protocols; and

k. I must follow the guidance provided in sections 3 and 4 of this document (overleaf).    



	Signed
	Date

	
	


	3. GUIDANCE – I must…

	a. Handle the equipment with care, keep it in good working order and use a suitable carry case to protect it;
b. Take care of all accessories;
c. Ensure that the equipment is stored securely out of sight when not in use;

d. In the event of theft or loss of the equipment:

· Immediately report the matter to the Police (obtaining the Crime Reference number); 

· Inform the IT Service Desk requesting the device is disabled from the network; 

· In conjunction with my line manager, complete the Actions for Group Heads or other senior managers in reporting an information security incident form and send the completed document to my Group Head;

e. Contact the IT Service Desk:

· In the event of any technical problems 

· Following any change of my role and/or prime office location.

· If I need to change any security setting (apart from resetting the pin/password);

· If I become suspicious regarding any prompts or messages on my device 

e. Return the equipment to the IT Service at the end of my employment with the Trust or when asked to do so. It is Trust purchased property not personal property. If equipment is not returned, I understand that the matter will be passed to the police for their consideration or for recovery via civil litigation;

f. Where applicable clean touch screens regularly, to prevent finger marks revealing passwords etc; and 

g. Disable Bluetooth when not in use and never leave Bluetooth in ‘discoverable’ mode. 


	4. GUIDANCE – I must not…

	a. Write any passwords down;
b. Take equipment overseas without: 
· prior authorisation from my Group Head; 

· Ensuring the correct mobile data tariff has been enabled if applicable;

· Making arrangements to pay for all charges related to personal use (e.g. personal data roaming, calls, texts etc);
c. Use the equipment as the sole permanent storage for electronic information belonging to the Trust;

d. Tamper with or make changes to the equipment, the system, security or other settings;

e. Save any information from the equipment to any portable storage device or internet Cloud services unless approval is given from my Group Head and IT Service;

f. Transmit business information from the mobile computing device to/from or using any personal email or other personal IT accounts;

g. Use the equipment whilst driving or in any other way knowingly breach UK and European legislation;

h. Use the equipment for offensive, inappropriate or personal use including (but not limited to); premium rate chat lines, gaming, pornography or streaming movies; 

i. Allow family members or friends to use the equipment;
j. Connect non Sandwell Trust equipment to any Trust equipment, e.g. to charge the equipment. Doing so will make an unauthorised connection between the devices and could present a threat to the equipment, the information stored on it or the Trust’s network;
k. Connect to public wireless network if other more secure options are available (e.g. Trust wireless, home wireless, 3G/4G)
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