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SANDWELL CHILDRENS TRUST EMAIL PROTOCOL
Introduction

The following protocol has been designed with the view to reducing the volume of emails you receive and offer further advice regarding security of information being shared.

Secure Emails

Identified members of staff are required to have a secure email account to ensure that when sending sensitive information across different systems this is done securely and therefore safely in terms of sharing information.  Information regarding secure emails can be found on the intranet just type in “secure emails” or you can contact the Data Protection Officer.
Internal Emails and Passwords
The Information Commissioners Office has issued fines due to internal data breaches where sensitive information was sent internally via email and was not password protected.  
Internal emails containing sensitive information should be password protected as this is seen as good practice.  
You should also ensure that you sign off all emails with your name, job title and contact details.

Reducing the Volume of Emails

Staff are saying the volume of emails being sent across the Trust for some individuals is becoming onerous and impacting on their ability to undertake other tasks. Equally staff are saying that by receiving emails that have others cc’d into them is oppressive and feels intimidating.   With this in mind: 
Consideration should be given to the following before copying others into emails:

· The importance/urgency of the email.

· Only include people who there are actions for rather than CC in other people.

· Does this person who is being cc’d really need to know the information at this time and could another process be used such as saving such information for supervision (informal/formal)?
· Consider the position/status of the individual being sent the email as increasing the volume of emails they are receiving means their ability to respond will be delayed as a result.

· Impact on the recipient when ccing others in – could be seen as oppressive, bullying, humiliating, etc

· Consider other forms of communication such as face to face discussion, and telephone.
Consider using the management tool below when sending emails:

	Important and Urgent
	Important but not Urgent

	Urgent but Not Important
	Not Urgent and Not Important


You could use the above headings in the “subject” box to enable the recipient to filter emails.

· If you receive an email whereby a number of people have been copied in please consider whether everyone needs to be responded to or whether you can just respond to the sender.  Do not automatically “reply all”.  

· If you wish to keep emails for tracking/evidence purposes you are able to create an archive folder within your outlook cabinet and can then move the relevant sent items into it.

· Do not send emails saying “thanks, etc” as this just adds to the volume of the recipient.

· Some examples where emails should not be sent are:

· Two people work in the same office – person “A” sends an email to person “B” asking them to go over to their desk to look at something.

· Two people work in the same building but not the same office – person “A” sends and email to person “B” saying I am coming to see you now.

The email protocol will be monitored to assess whether the impact of it has changed the current culture.
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