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Description automatically generated]How to use the toolkit


Redcar and Cleveland SAFE Team, in collaboration with partner agencies, have developed a digital safeguarding toolkit. This is broken down into information for children, parents / carers, and professionals.

It is structured by topic and informs practitioners of the contents of each topic by providing a brief overview. We have also included a proposed age range and “red flags” which highlight where material may contain sensitive information. 

The toolkit now provides guidance on the PREPARED Framework and includes worksheets which should be completed with children and parents/carers following each session to gauge their learning and identify any gaps. 

Version 1 – May 2024
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	Professional documents for sessions:
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	Topic
	Resource/s
	Attachment
	Who is this for
	Further information
	Red Flags

	Getting to know a child’s online activity
	Form: “Digital safeguarding – How safe do I feel online?”
	
	Children
Age: All ages
	For a professional to complete with a child. This covers what activities a child is doing online, and how safe they feel. 
	

	

	Grooming

	Website: “Online grooming” - ThinkUKnow / CEOP
	LINK
	Children
Age: 11 years +
	Information about what online grooming is, the warning signs, and what to do if worried about someone online. 
	

	
	Website: “Grooming” – Childline
	LINK
	Age:
11 years +
	General guide to online grooming for children
	

	
	Website: “Grooming” - Childnet
	LINK
	Age:
Secondary school ages (11 – 18 years)
	Childnet provides easy to understand information on several online topics. This focuses on online grooming.
	

	
	Website: “What is online grooming?” – The Mix
	LINK
	Age:
14 years + 
	A basic explanation of grooming, with a focus on how it can happen online, what the signs can be and who a child can ask for help. 
	

	
	Website: “How to stay safe in online relationships” – The Mix
	LINK
	Age:
14 years +
	A basic explanation of how to keep safe when talking with people online, including managing the risks, potential red flags, and how a child could meet someone offline safely. 
	

	
	VIDEOS

	
	Toolkit: “T for Trust” - Childnet
	LINK
	Age:
11- 16 years
	A 2 min 30 sec film showing a scenario where someone online asks to meet with a child they have been playing games with online. The video and resource asks a child to consider how trustworthy people are online. 
	

	
	Video: “Kayleigh’s Love Story” - Leicestershire Police

	LINK 

YouTube video: 
5 minutes 30 seconds
	Age:
15 years +
	Kayleigh’s Love Story is a film about aspects of the last days of the life of 15-year-old Kayleigh Haywood. The Leicestershire schoolgirl was groomed online by a man she had never met, before being raped and murdered.
	[image: See the source image]Sensitive Content: grooming, coercive behaviour, violence, murder, distressing scenes

	
	Video: “Online Grooming ft. TycerX” - Voice Box, Childline 
	LINK

YouTube video:
5 minutes 26 seconds
	Age:
11 years +
	Video discussing what children can do if they think they have been groomed whilst gaming online
	[image: See the source image]Sensitive Content: grooming

	
	Video: “How Do I Know if I'm Being Groomed?” - Voice Box, Childline 
	LINK

YouTube video: 
6 minutes 27 seconds
	Age:
11 years +
	Video discussing what children can do if they think they have been groomed – this is not specific to online grooming.
	[image: See the source image]Sensitive Content: grooming, references to sex

	
	Video: “Becky’s Story” – Not in our community
	LINK

YouTube video:
5 minutes 42 seconds
	Age:
12 years +
	Becky’s Story is a 5-minute video divided into six parts showing how perpetrators may use social media to groom and exploit young people.
	[image: See the source image]Sensitive Content: grooming, coercive behaviour, references to sex and indecent images

	
	Video: “Parenting Online – Danielle’s Story: I was groomed online” – NSPCC 
	LINK

YouTube video:
3 minutes 16 seconds
	Age: 
12 years +
	A young person talking about their experience of being groomed online, and some advice about what children can do in that situation. This resource is also aimed at parents/carers.
	Sensitive Content: [image: See the source image]grooming, coercive behaviour, reference to sexual assault

	
	Video: “Online Grooming” – B4UClick
	LINK

YouTube video:
3 minutes 22 seconds
	Age:
11 years +
	Dramatized video showing a young person being groomed online. The perpetrator is posing as a young teen over social media. 
	Sensitive Content: [image: See the source image]grooming, coercive behaviour, threat reference (sexual assault)

	
	Video: “Groomed to his death” – BBC Three
	LINK 

YouTube video: 
4 minutes 46 seconds
	Age: 
15 years +

	The true story of teenage boy Breck Bednar, who was targeted and groomed by an older peer online. He isolated Breck from his friends, and eventually coerced Breck to go to his house, where Breck was then murdered. Video contains the real 999 call with details of the murder and injuries sustained.
	[image: See the source image]Sensitive Content: grooming, coercive behaviour, violence, murder, upsetting scenes

	
	Video: “Breck’s Last Game” – Leicestershire Police
	LINK

YouTube video: 
4 minutes 27 seconds
	Age:
14 years +
	A dramatized introduction to the case of Breck Bednar, who was a 14-year-old groomed and murdered by an eighteen-year-old male he and other friends met whilst gaming online. This does not go into any detail about the murder, making it suitable for younger audiences. 
	[image: See the source image]Sensitive Content: grooming, mention of murder

	
	Documentary: “Murder Games: The life and death of Breck Bednar” – BBC iPlayer
	LINK
Video documentary:
1 hour

LINK
Resources
	Age:
11 years +
	The full documentary is 1 hour long. This is accompanied by a series of handouts for teachers / students, as the resource was intended for use in schools. Website states that with professional discretion may be viewed from 11 years +. 
	[image: See the source image]Sensitive Content: grooming, coercive behaviour, strong language and upsetting scenes

	

	Image sharing, sexting, and online sexual harassment 
	Website: “Sexual content on social media” - ThinkUKnow / CEOP
	LINK
	Age: 
11 years+
	Advice and support for young people on a wide range of topics. A short introduction to what sexual content looks like online. 
	

	
	Website: “Receiving unwanted sexual content” - ThinkUKnow / CEOP
	LINK
	Age: 
11 years+
	An introduction to receiving unwanted sexual content online or through a mobile, including “cyberflashing”. 
	

	
	Website: “Sexual pressure online” - ThinkUKnow / CEOP
	LINK
	Age: 
11 years+
	Information about what online sexual pressure is and how to manage it. O
	

	
	Website: “Online sexual harassment” -ThinkUKnow - CEOP
	LINK
	Age: 
11 + years
	Sexual content on social media
Reporting nude images
Reporting nude images
When nudes get shared around
Online grooming
Introduction to sexual harassment taking place through social media / online, and what to do about it. 
	

	
	Website: “Is sexting illegal?” – The Mix
	LINK
	Age:
14 years +
	A basic explanation of what sexting is, the possible risks, and a discussion about whether it is illegal and what to do if a child is worried about images they have sent. 
	

	
	
Website: “Sexting and sending nudes” - Childline 
	LINK
	Age: 
12 years +
	Defines sexting and the law around sending nude images. Gives guidance on how to protect yourself and how to share concerns. Provides information around individual online platforms and how to block or report individuals / content. 
	

	
	Website: “Nudes” - Childnet
	LINK
	Age:
Secondary school ages (11 – 18 years)
	Childnet provides easy to understand information on several online topics. Information about sexting / sending explicit images and videos, including the law and advice on what to do if a video of the child is shared.
	

	
	Website: “Reporting nude images” - ThinkUKnow / CEOP
	LINK
	Age: 
11 years+
	A step by step guide to reporting nude images and what happens after making a report.
	

	
	Website: “Report remove” - Childline
	LINK
	All ages
	Defines a nude image and then describes the steps involved in removing the image from an online space. Also explains the process of reporting the incident to Childline.
	[image: ]Sensitive Content: 
Themes of child sexual exploitation, online grooming, peer pressure

	
	Videos

	
	Website / Video: “When nudes get shared around” - ThinkUKnow / CEOP
	LINK
	Age: 
11 years +
	Information about the non-consensual sharing of ‘nudes’, with a short video (1 min 11 sec) about how to get it removed.  
	

	
	Website / Video: “Online sexual harassment” - Childnet
	LINK
	Age:
11 years +
	Information about unwanted sexual behaviour that occurs online and how to get help. Includes a video about how to report and get help (1 minute).
	

	
	Website: Online Toolkit: Crossing the Line – Sexting Section – Childnet
	LINK
LINK - YouTube video: 6 min 57 sec
	Children
Age: 12 years +
	A set of practical online safety PSHE toolkits to explore online issues. Link to the Sexting Section, with videos and resources. Video explains illegal photo sharing leading to potential prosecutions and a criminal record.
	

	
	Video: “Awareness video about the dangers of sexting” – Warwickshire Police 
	LINK

YouTube video:
5 minutes 52 seconds
	Children 
Age: 13 years +
	Video exploring illegal photo sharing, leading to potential prosecutions and a criminal record. 
	[image: ]Sensitive Content:
Reference to sexual images, sexual language, coercive behaviour, peer pressure

	

	Online financial exploitation and “sextortion”
	Website: “Online blackmail” - ThinkUKnow / CEOP
	LINK
	Age: 
11 years +
	ual content on social media
Online blackmail – guide to online blackmail, including what it is, spotting the signs, and how to get help. 
	

	
	Video: “The Rise of Money Launderers on Snapchat and Instagram” – VICE
	LINK
	Age: 
11 years +

 
	A video covering money laundering and the use of “money mules”, a new form of financial exploitation on social media. It includes interviews with recruiters, victims and professionals about the exploitation and potential consequences.  
	Warning: Only to be looked at with a child who has been approached or involved.

	
	PDF: “Deling with sextortion – what to do if someone targets you” – Internet Matters
	

	Age:
11 years +
	A one page guide on what a child can do if someone tries to target them for sextortion. 
	

	

	Pornography
	
Website: “Online Porn” - Childline
	LINK
	Age: 
12 years +
	This link shares information about porn, sharing porn, creating porn, staying safe if you watch porn, and revenge porn. To be used as a resource where further education about pornography is required. 
	[image: See the source image]Sensitive Content: reference to sex

	
	Toolkit: “Teaching about online pornography (SEND)” - Childnet
	LINK
	Age: 
11 years +
	Resources for SEND young people about online pornography. The three topics are: what is online pornography; reasons and motivations; and potential negative impacts. Each section has a 2-3 minute video about accessing pornography, accompanied with a handout and a presentation that can be worked through with the child.  
	

	
	Website: “Revenge porn laws in the UK” – The Mix
	LINK
	Age:
14 years + 
	A basic introduction for a young person on “revenge porn”, or when someone has shared intimate images or videos of them online. It explains revenge porn laws in the UK and how to get help. 
	

	
	Website: Crossing the Line – Myth VS Reality - Childnet
	LINK 
	Age: 
12 years +
	A set of practical online safety PSHE toolkits to explore online issues. Link to Myth Vs Reality which covers online pornography, healthy relationships, and body Image.
	

	

	Apps and online platforms
	Website: “App Fact Sheets” - The Carly Ryan Foundation 
	LINK
	Age: 
Please be aware of the age rating provided at the top of each fact sheet.
	WARNING: This resource should not be used to introduce a child to new apps. Parents and/or professionals should only provide the sheet for the app the child is using and only pick out the pertinent facts to share. 
	

	
	Website: “Catfishing” -ThinkUKnow - CEOP
	LINK
	Age: 
11 + years
	Sexual content on social media
Information about ‘catfishing’, what it means, and how to spot a fake online profile. 
	

	
	Website: “Video calling” - Childnet
	LINK
	Age:
11 years +
	Childnet provides easy to understand information about online topics, with each page covering questions a young person may have and some top tips. Video calling provides information about how to keep safe whilst using video calls. 
	

	
	Website: “Livestreaming” - Childnet
	LINK

LINK - Workbook
	Age:
11 years +
	Livestreaming is about the ways people to broadcast themselves online, to both family, friends and the general public. Also available is the Childnet – “To stream or not to stream” workbook to cover with young people. 
	

	
	Website: “Expiring content” - Childnet
	LINK
	Age:
11 years +
	Information on expiring content, which disappears after it has been viewed or that is only available for a certain amount of time, including the risks of using and what to do if a child sees upsetting content. 
	

	
	Website: “Location services” - Childnet
	LINK
	Age:
11 years +
	Information about technology tracking which allows the user to also be tracked. It includes risks about sharing locations, social media, and public tagging. 
	

	

	Building safety online
	Website / Video: “PANTS - Let’s Talk Pants (the underwear rule)” - NSPCC
	LINK - Video
LINK – Further advice
	Age:
4 years +
	Video and other resources for parents with young children explaining the “underwear rule”. This includes the PANTOSAURUS video (2 min), which is aimed at 4 years and over. This is not based on online safety, but is a simple way to raise awareness in young children that others should not be asking to see or touch them in certain ways, and to tell someone they trust if this happens. There is a further link for parents which details the answers to some questions children may have after learning the PANTS rules.
	

	· 
	Interactive online game: “ReelLife” - Childnet
	LINK
	Age: 
9 years +
	An interactive resource to help young people aged 9-14 identify the potential risks of social media. It encourages young people to think about the posts they may share, the messages they may receive, as well as the content which they may see on social media.  There is also a PDF download available with the answers and other conversation topics to work through with a child. 
	

	· 
	Website: “Get SMART - Help, advice and resources for 4–11 year olds” - Childnet
	LINK
	Primary school ages 
(6 – 9 years) 


	NOTES: Childnet uses the “SMART” rules to increase a child’s knowledge about how to use the internet safely. This is a general introduction to online safety using six videos children can listen and work through on each topic. The videos are between 10 – 13 minutes.  
SAFE – keeping personal information safe
MEET – meeting someone you only know online
ACCEPTING – risks from clicking on something online
RELIABLE – not trusting everything you see online 
TELL – talking to a trusted adult. 
	[image: ]Sensitive Content: 
None


	· 
	
	LINK
	Primary school ages 
(7 – 11 years)
	NOTES: Childnet uses the “SMART” rules to increase a child’s knowledge about how to use the internet safely. These five cartoons each show different examples of dangers online and explain the risks.  The videos are between 3 -4 minutes. 
	

	
	
Website: ThinkUKnow - CEOP


	LINK
	Age: 
4-7 years
	Information for children/parents around safe use of the internet, sharing content and personal information  
	

	
	Website: “Band Runner” - ThinkUKnow / CEOP

	LINK
	Age: 
8-10 years

	Explores themes of unsafe use of internet through an interactive game for a child to play, followed by three videos to watch. This picks up on themes of friendship, peer pressure and photo sharing. 
	

	
	
Website: “Staying safe online” – Childline
	LINK
	Age: 
10 years +
	Information on how to keep safe online, stay secure online and how to spot fake accounts / information.  It also has advice about what to do if things go wrong online. 
	

	
	
Website: “Taking care of your privacy and digital footprint” – Childline
	LINK 
	Age: 
10 years +
	Information on how to keep safe online, explaining what a digital footprint is and how to keep your information safe online. It also has advice about deleting posts put online, and what to do if others share images or videos of you.
	

	
	Website: “Feeling good on social media” - Childline
	LINK
	Age: 
10 years +
	Advice on how to manage your mental health whilst online on social media. Includes advice on how to block certain content, and knowing what is appropriate to post online. 
	

	
	PDF: “Digital Resilience” - Childnet
	

	Age:  
11 years +
	Resource to explain to children what digital resilience is, the positive and negative experiences young people have online, and how a child can build digital resilience.
	

	
	Website: “Privacy settings” - Childnet
	LINK
	Age:
11 years +
	Easy to follow advice about what privacy settings are and how to set them up (not website or app specific).
	

	
	Website: “UKCIS Digital Passport”
	LINK 
	All ages
	This is a tool that can be completed with a child by a professional, parent/carer or any trusted adult.  These documents provide support for talking about the child’s digital life and how they will keep themselves safe. This can be completed digitally or downloaded and printed. 
	

	
	PDF: “My Life Online” – Childnet
	LINK
	All ages
	This resource includes guidance to support any adult (parent, carer or professional) to establish an open, respectful conversation about using the internet and technology safely and positively, as well as a template for recording what has been discussed. This is also appropriate for use with SEND children. 
	

	
	Website: “Help and advice: What should I do if an online friend wants to meet up?” - Childnet
	LINK
	All ages
	Provides advice to a child about the risks of meeting people from online.
	

	
	Website: “Help and advice: What do I need to know about sharing things online?” - Childnet
	LINK
	All ages
	Explains the risks of putting things online, including personal information, photos and videos. 
	

	

	How to report and get help
	Website: “CEOP Safety Centre” - CEOP

	LINK
	All ages
	How to make a report to one of CEOP’s child protection advisors.
	

	
	Website: “Asking an adult for help” - Childline
	LINK
	Children:
Age: 10 years +
	Information on who a child can go to for help and information for SEN children who might need help. 
	

	
	Website: “Report remove” - Childline
	LINK
	All ages
	Describes the steps involved in removing a nude image from an online space. Also explains the process of reporting the incident to Childline.
	[image: ]Sensitive Content: 
Themes of child sexual exploitation, online grooming, peer pressure

	
	Website / Video: “When nudes get shared around” - ThinkUKnow / CEOP
	LINK
	Age: 
11 years +
	Information about the non-consensual sharing of ‘nudes’, with a short video (1 min 11 sec) about how to get it removed.  
	

	




Return to contents page



[image: ]
Resources for parents / carers




	Professional documents for sessions:

	

[bookmark: _MON_1775032090]     



	Topic
	Resource/s
	Attachment
	Further information
	Red Flags

	Getting to know your child’s online safety
	Form: “Digital safeguarding – How safe is my child online?”
	
	This is for a professional to complete with parents / carers to learn what they are worried about for the child, and how much they already know about online safety to help plan sessions.
	

	

	Introduction to the risks online
	Website / Video: “TALK Home page” – Internet Watch Foundation
	LINK
	Short and hard-hitting introductory video (2 min) for parents about online child abuse. 
	

	
	Video: “Follow Me – a social experiment” – Barnardo’s
	LINK
	Video – 1 min 20 sec. A video drawing attention to the dangers online. The Barnardo’s accompanying page also discusses how safe children are online.
	

	
	Video: “Child exploitation – would you know the signs?” - PACE
	View on PACE website: LINK

View on YouTube:
LINK
Video: 3 min 56 sec
	A video that introduces child exploitation and covers some of the signs, with parents sharing some of the changes they saw in their children when they were being exploited. 
	

	
	Website / Presentation: “Staff Led Parent Online Safety Presentation” – Childnet
	LINK
	This online safety presentation for parents is designed to be delivered by a professional. It covers the risks for children online, advice and reporting. 
	

	
	Website: “Exploitation Online” – The Children’s Society
	LINK
	This short booklet shows some of the ways in which children and young people can be exploited online, including a section on criminal exploitation, and how parents can keep young people safe from this kind of abuse.
	

	
	
Website: “Keeping children safe online: how to start the conversation as a parent or carer” – Barnardo’s
	LINK
	This page provides tips about starting a conversation with a child about online safety. It includes three short animated videos: 
· Video 1: (3min 23 sec) – Why children want to go online and what they get from it. Includes group chats, gaming and sharing content. 
· Video 2: (3 min) - Contains three examples of when things might go wrong online and the child’s perspective on how their parent responded.
· Video 3: (3 min 24 sec) - Contains three examples of when things might go wrong online and the parent’s perspective explaining how they responded. 
	

	
	Website: “Is my child safe online? Parents' questions answered” – Barnardo’s
	LINK
	Professionals share tips about how to keep a child safe online, looking at what types of harm there are online, when to talk to your child about the internet, and different apps and privacy settings. It also includes a short video from a parent’s perspective about the possible risks – 3 min 21 sec. 
	

	

	Online Child Sexual Abuse
	Website: “Online Child Sexual Abuse” – TALK Internet Watch Foundation
	LINK
	Guide for parents about what online sexual abuse is, how children are targeted, the myth VS the reality, and how it effects children. 
	

	
	PDF: “Making sure your home doesn’t have an open door to child 
sexual abusers - a guide for parents and carers” - Internet Watch Foundation
	LINK
	A PDF guide for parents about what online sexual abuse is, and talking to a child about apps and the internet. 
	

	
	Website: “Online sexual abuse”- ThinkUKnow
	LINK
	Summary: The website supports parents / carers to help a child build a healthy relationship with the internet and encourages parents having active involvement. This section explains sexual abuse which has taken place mostly or only online. 
	

	
	
Document: “Be Safe – Helping to Protect Your Child” – Barnardo’s
	

	Document provides an overview of child sexual exploitation, spotting the signs, useful tips for parents to keep their children safe online, and information about different online services. It also includes an example called “Sally’s story”, about a child who was sexually exploited.
	

	
	Website/PDF: “Sexual Abuse Online – How can I help my child?” – NWG / Marie Collins Foundation
	LINK
	A short booklet describing what online harm is and the ways parents can effectively support their children. It includes sections regarding dos and don’ts, brain development, concerning behaviours in children, and why children don’t always tell their parents about what is happening online. 
	

	
	Website: “Online Sexual Harassment” – Childnet
	LINK
	Introduction to online sexual harassment (OSH), focusing on that which takes place between children and young people who know each other, or know of each other online. Includes common questions parents may have, spotting the signs a child is being harassed, and what parents can do to help (split for children under 13 years, and over 13 years). 
	

	
	Website: “Finding out your child has been sexually abused”- ThinkUKnow
	LINK
	Provides key advice to parents about how to respond to finding out sexual abuse has taken place for their child.
	[image: ]      Sensitive content:
Possibly some distressing content for parents / carers.

	
	Website: “Supporting a child who has been sexually abused”- ThinkUKnow
	LINK
	Provides key advice to parents about continuing to offer support to their child who has been sexually abused, and some tips accessing their own support. 
	

	
	Website: “Living and coping with child exploitation” - PACE
	LINK
	Provides helpful information for parents/carers when a child has been a victim of exploitation. Offers advice on how to reach out to the child and talk about the exploitation, reasons why the child may not have disclosed the abuse to the parent/carer, feelings and coping with the exploitation within the family. Also covers the physical symptoms, long term effects and how to respond to long term child exploitation. 
	[image: ]      Sensitive content:
Lists the long-term effects of child exploitation, refers to abortion.

	
	Website / PDF: “Finding out your 
child has been harmed through 
Technology-Assisted Child Sexual Abuse” – Marie Collins Foundation
	LINK
	A guide for parents about how to manage their responses and emotions after their child has disclosed to being harmed online. 
	

	
	Website: “Talking openly – my approach to my younger child about my daughter’s online abuse” – PACE
	LINK
	Story from a parent whose child had been sexually abused and groomed online.  This details how it impacted the family.
	

	

	Grooming

	Video: “Kayleigh’s Love Story” - Leicestershire Police
	LINK 
	YouTube video: 5 min 30 seconds. Kayleigh’s Love Story is a film about aspects of the last days of the life of 15-year-old Kayleigh Haywood. The Leicestershire schoolgirl was groomed online by a man she had never met, before being raped and murdered.
	

	
	Website: “Online Grooming Advice Hub” – Internet Matters
	LINK
	This “hub” contains several webpages of information on online grooming, and several videos. 
· LINK: “Learn about online grooming” – this shares information to parents/carers about what online grooming is, facts and statistics, how online grooming happens, the law, and how to identify the signs.
· LINK: “Protect your child” – information about how to protect a child online from grooming, and how to talk to a child about the topic.  
· LINK: “Online Grooming – what parents need to know” - 2 min 54 secs. The video provides a simple overview of what online grooming is and some key tips on how parents can protect their child.
	

	
	Website: “Grooming” - NSPCC
	LINK
	This website provides information for parents regarding: what grooming is, what are the signs and effects, how to prevent grooming, and what to do if a child reveals they have been abused, including how to report. 
	

	
	Website: “What is sexual grooming?”- ThinkUKnow
	LINK
	This webpage provides on overview of what grooming is, both online and offline. There is advice around how parents can spot signs of grooming and what to do if they have concerns.
	

	
	Website: “Online grooming” – Childnet
	LINK
	Introduction to online grooming, focusing on that which takes place between an adult and a child. Includes advice on how it happens, and top tips and conversation starters for parents. 
	

	

	Sexting and image sharing
	Website: “Photography and sharing images guidance” – NSPCC Learning
	LINK
	This provides an overview of the risks of putting images and videos of children online. It contains additional advice on storing images securely, and getting permission to share images. An older article which may also be useful to show to parents is: “Is It Illegal to Take a Picture of a Child or Young Person Under 18? - Digital Safeguarding - Ann Craft Trust”.
	

	
	Website: “Sending nudes and semi-nudes” – NSPCC
	LINK
	This webpage outlines the reasons young people send, share, or receive nude images via social media and the risks associated with this. It provides advice on how parent/carers can speak to their child about their concerns.
	

	
	Website: “Sexting” - Childnet
	LINK
	Information about sexting for parents. Includes some ‘top tips’ for parents around discussing the topic with their child.
	

	
	Website / PDF: “Nudes – supporting your child with SEND to thrive online” – Childnet
	LINK
	A resource for parents/cares to build their knowledge about sharing images, including indecent images, online. It suggests ways for the parent/carer to support the young person, including advice and things to say, and the law and reporting. This is specifical aimed at SEND children.
	

	
	Website: “Cyberflashing” - UK Safer Internet Centre
	LINK
	Introduction for parents about what cyberflashing is, how to manage phone settings to prevent this, and how to talk to a child about it.  
	

	
	Website: “Sexting Advice Hub” - Internet Matters
	LINK
	This “hub” contains several webpages of information and several videos. 
· Video (3 min 53 secs): Advice on sexting – This contains information on how sexting is illegal and the potential consequences, how to support a child who has sent an image, and who to contact for help to remove.  
· LINK: Learn about sexting – Provides information about sexting, why a child might share an image, the potential consequences, and how a child’s school can help. 
· LINK: Protect children from sexting – This page provides information on the impact of sexting, some tips on conversations to have with a child about it, how to support a child, and reporting incidents.
	

	
	Website / Videos: “Nude selfies – what parents need to know” - CEOP
	LINK
	This is series of four videos about a child who has sent a nude image. This is based on the parent’s point of view about finding out a child has sent a nude, how to talk about it with a child, what parents should be worried about and how to get help.
· Video 1: Understanding why (2 min 14 secs)
· Video 2: Talking to your child (2 min 43 secs) 
· Video 3: When should I be worried (2 min 51 secs)
· Video 4: Where to get help (1 min 56 secs)
	

	

	Financial exploitation and “sextortion”
	Video: “The Rise of Money Launderers on Snapchat and Instagram” – VICE
	LINK
	A video covering money laundering and the use of “money mules”, a new form of financial exploitation on social media. It includes interviews with recruiters, victims and professionals about the exploitation and potential consequences, which include prison sentences if caught, or debt bondage to dangerous criminals if the money is seized.  
	

	
	PDF: “Child Financial Exploitation and Sextortion” – Redcar SAFE Team
	

	A short overview of what child financial exploitation and sexually coerced exploitation is, some common signs, and what parent can do if they have concerns. 
	

	
	PDF: “What is sextortion – a guide” – Internet Matters
	

	A PDF document for parents/carers that explains what “sextortion” is, the warning signs this might be happening, how to manage the risks and how to get help. 
	

	

	Pornography
	Website: “Online porn” - NSPCC
	LINK
	Advice for parents/carers on the reasons why  young people access online porn, the risks involved in this behaviour and how to protect a child from accessing pornographic content online.  
	[image: ]     Sensitive content:
Reference to online sexual material

	
	Website: “Online Pornography” – Childnet
	LINK
	Introduction to online pornography, including the risks, understanding the law, and addiction. It also links to advice sections for children / preteens, and teens, which covers tops tips, how to talk to your child, limiting exposure and the key messages to get across. 
	

	
	Website / PDF: “Online pornography and age-verification – What parents need to know” – Barnado’s
	LINK
	A guide for parents that outlines what they need to know about online pornography and how to broach those conversations with a child. 
	

	
	Website: “Online Pornography Advice Hub” – Internet Matters
	LINK
	This “hub” contains several webpages of information and videos.
· LINK: Learn about online pornography - This section contains information about how children access online pornography, why a child might search for this, how pornography can harm a child, some facts and statistics, and some signs a child has been accessing pornography.  
· LINK: Prevent harm to children – This section is about how to talk to children about pornography, and contains sections based on different age groups. 
· LINK: How to deal with online pornography – This section contains a video (1 min 23 secs) about how parents can block pornographic content and protect a child online. The page covers tips around reporting worrying content and support if a child has already seen pornography. 
· LINK / PDF: Protecting children from online pornography – A short PDF document covering how to start conversations and what to cover with children in different age groups, how to use filters and block content, and what to do if a child has already seen pornography. 
	

	

	Apps and online platforms
	Website: “Online Safeguarding: What is the dark web?” – The Children’s Society
	LINK
	A website and document explaining what the dark web is, how young people might use it and what to do if parents have safety concerns.

WARNING: This resource should only be used with parents / carers where a concern regarding the dark web has already been raised.
	

	
	Website: “What is the dark web? – Advice for parents” – Internet Matters
	LINK
	A website which explains the risks of the dark web, how it is policed, and what the risks are to children using the dark web. 

WARNING: This resource should only be used with parents / carers where a concern regarding the dark web has already been raised.
	

	
	Website: “Apps” - Childnet
	LINK
	Introduction to apps, with advice for parents about checking whether an app is age appropriate and safe, and how to report any concerns. 
	

	
	Website: “Video Chat and Webcams” – Childnet
	LINK
	Introduction to webcams and how they are used to livestream and video chat with others online. Includes some of the risks parents should be aware of, such as hacking webcams, indecent image sharing, and talking to strangers online. 
	

	
	Website: “Livestreaming” – Childnet
	LINK
	Introduction to livestreaming over the internet, and how parents can manage their child’s use. 
	

	
	Website: “Expiring Content” – Childnet
	LINK
	Introduction to expiring content, which disappears after it has been viewed or that is only available for a certain amount of time. Includes the risks of using and what to do if a child sees upsetting content. 
	

	
	Website: “Livestreaming and online video apps” - NSPCC
	LINK
	This webpage highlights the risks of children and young people accessing online video apps and live streaming platforms. A list of the most commonly used apps are named with top tips for safe usage of these platforms which is dependent on if a child is watching or hosting a live stream. 
	

	
	Website: “Online games” - NSPCC
	LINK
	This webpage helps parents/carers to understand the risks associated with children and young people accessing online games. This includes trolling, messaging functions, in game purchases and age ratings. This page also provides advice on how to tell if a game is appropriate for a child and provides information on how a child’s behavior can be affected as a result of participating in online gaming.
	

	
	DOC: “Social media and location sharing” – Redcar VEMT Team
	

	Information about commonly used apps, and how children are able to turn on and off location sharing. 
	

	
	Website: “Parent guides” – Parentzone
	LINK
	The website homepage provides a list of popular sites/games and platforms that children can access, with individual pages to provide more detailed information about how parents can improve privacy and prevent unwanted contact. 
	

	
	
Website: Fact sheets for commonly used apps by children and young people – The Carly Ryan Foundation 
	LINK
	Provides one page resource sheets for parents which gives clear advice and guidance on apps commonly used by children and young people, including how to ensure further privacy and reporting within the app. Each sheet also holds an age expectation for the app. 

WARNING: This resource should not be used to introduce a child to new apps. Parents and/or professionals should only provide the sheet for the app the child is using and only pick out the pertinent facts to share.
	

	

	Building safety
	How to improve a child’s safety online

	
	Website: “Keeping under-fives safe online” – Childnet
	LINK
PDF: LINK
	Advice for parents about children under five accessing the internet. Includes top tips and conversation starters for parents, focusing on age-appropriate apps, boundaries, and parental controls. 
	

	
	Website: “#Ask the Awkward” - ThinkUKnow

	LINK
Video 1: 7 min 13 seconds
Video 2: 5 min 41 seconds
Video 3: 6 min 44 seconds
	Provides advice for parents/carers of secondary aged pupils about how to make discussions about online relationships a part of everyday life. This resource includes help sheets on various topics including exploring sexuality, starting new relationships, digital romance, sharing nudes, negativity online, unwanted sexual contact and supporting LGBTQ+ young people online. Also includes three videos:
· Video 1 - Making connections
· Video 2 - Building trust 
· Video 3 - Facing challenges 
	

	
	Website: “Talking to your child about online safety” – NSPCC
	LINK
	A guide for parents about how to start a conversation with their child about online safety. Includes a link for parents to book onto an online webinar about the risks, and helpful tools and resources.
	

	
	Website / PDF: “Conversations 
with your child about online / technology assisted harm” – Marie Collins Foundation
	LINK
	A guide for parents about how to talk to their child about what they are doing online, and if there are worries their child might have been harmed. 
	

	
	Website / PDF: “Parents’ and Carers’ Guide: Let’s talk about life online” - Childnet 
	LINK
	A booklet for parents / carers that gives advice on how to begin discussions, how to work together as a family to support a child online, and how to handle difficult conversations or situations. Each section has examples of questions to use to start conversations around safe and positive internet use, and key messages to share with a child.
	

	
	Website / PDF: “Helping my autistic child” – Marie Collins Foundation
	LINK
	A guide for parents about the online safety risks for a child, focusing on children with autism. It includes help on how to respond to an autistic child who might have been sexually harmed online.
	

	
	Website/PDF: “Supporting Young People Online - Leaflets for foster carers and adoptive parents” – Childnet
	LINK - Foster carers
LINK - Adoptive parents
	Leaflets which offer practical advice to help foster carers and adoptive parents discuss the online world with their children and support them in using it safely and positively.

Also available is a Childnet webinar (LINK) which looks at both general and specific online risks which adopted children and young people might be exposed to and offers practical advice and guidance for parents to ensure their child can use the internet in a safe and enjoyable way. 
	

	
	PDF: “Supporting LGBT children online” – Childnet
	LINK
	Guidance for parents / carers about the experiences of LGBT young people online, responding if things go wrong and further resources and places for support.
	

	
	
Website: Teaching your child about internet and online safety - NSPCC
	LINK
	This webpage discusses the various ways that parent/carers can start an age-appropriate conversation with their child around internet usage and their online presence. The page gives tips for tackling difficult conversations around the themes of online porn, sexting, sharing or receiving explicit content or online bullying. There is also advice and support about the next steps to be taken after a conversation has taken place based on the type of information a child has disclosed.  
	

	
	Website: “Digital Resilience Toolkit: Practical tips for parents of 6 – 10 year olds” – Internet Matters
	
LINK
	6–10-year-olds:  A short video for parents (2min 44sec) giving 5 top tips on how to parents on how their children can have a safer online experience and build up their digital resilience. It also contains a parent toolkit with useful facts and interesting advice.
	

	
	Website: “Digital Resilience Toolkit: Practical tips for parents of 11-13 year olds” – Internet Matters
	
LINK
	11 – 13 year olds:  A short video for parents (4 min 26 sec) giving advice on parent controls and a explaining a checklist for parents.  Interesting page also contains facts and statistics to enable parents to support their pre-teens to stay safe online.
	

	
	Website: “Digital Resilience Toolkit: Practical tips for parents of 14+ year olds” – Internet Matters
	
LINK
	14+ Year olds:  A short video for parents (3min 5 sec) informing parents on how to help build critical thinking in their teenagers, advice on parental control settings, age appropriate internet safety checklist and up to date related articles and resources including resources to support teenagers with SEN.
	

	
	How to protect a child’s devices

	
	Website / PDF: “New device checklist” – The Carly Ryan Foundation  
	

	One page document that parent can use as a check list when setting up a new device. However only states this in very simple terms and does not provide further instructions. 
	

	
	

Website: Qustodio - Parental Control app

	LINK – Apple store
LINK – Company website

	Free app for parents who are concerned about their children’s online safety. This app is designed to help parents: block inappropriate content, balance/limit screen time across all the devices, control games and block apps they don’t want their child to access. Can monitor calls and texts and has a family locater so parents know where their child is at all times. 
	

	
	Document: “A guide to parental control apps” – Ineqe Safeguarding Group
	

	A guide for parents about the uses of parental control apps on their child’s devices. It also details some potential issues from their use.
	

	
	Website: “Parental Controls” – Internet Matters
	LINK
	A website with PDF document guides on numerous games, devices and apps. The guides contain information on the restrictions that can be put in place, and images to show how to apply them.   
	

	
	

Website: “Parental Control Settings” – NSPCC
	LINK
	This webpage provides parents and carers guidance on parental controls and features that allow upsetting or inappropriate content to be blocked or filtered. This includes Wi-Fi, apps, games consoles and devices. The page also outlines the limitations of parental controls and ways to make them as effective as possible.
	

	
	

Website: “Internet Connected Devices” – NSPCC
	

LINK


	This webpage gives advice to parents/carers on how to monitor a child’s devices that have access to the internet. The website outlines the risks associated with internet connected devices and top tips on keeping the whole family safe. 
	

	
	Making a safety plan with a child

	
	Website / PDF: “Family Safety Online safety contract” – The Carly Ryan Foundation  
	LINK

	One sheet contract that parents that can use to make young people aware of both the child and the parents responsibly to ensure that they will stay safe online. A useful document for young children.
	

	

	Where to go for help and reporting
	Website: “Are you worried about online sexual abuse or the way someone has been communicating with you online?” - CEOP
	LINK
	How to make a report to one of Child Exploitation and Online Protection’s (CEOP) Child Protection Advisors. There are also links to Childline and ThinkUknow. It includes a “Quick Exit” button for privacy of viewing. This allows children to report but also their parents. 
	

	
	Website: “Have a concern?” – ThinkUKnow
	LINK
	NOTES: Supports parents/carers to help a child build a healthy relationship with the internet and encourages parents having active involvement. It provides support if a parent/carer is concerned about their child, how to report an incident to CEOP, and advice on keeping a child safe online. 
	

	
	Website: “Reporting online safety concerns” – NSPCC
	LINK
	NOTES: Provides advice on how to respond to a safety concern around a child accessing inappropriate content online. It has clear links to various support agencies that are broken down by the specific situation.  
	

	
	Website: “How to make a report” – Childnet
	LINK
	Provides advice about reporting inappropriate content online. Most services have rules about what kind of content is allowed on the site; the page provides link to reporting pages for different platforms, including Facebook, Discord, Instagram, Twitter, Xbox, Roblox and Playstation. 
	

	
	Website: “Children’s social care services” – PACE
	LINK
	Provides helpful information for parents/carers regarding the role of Children’s Social Care and partner agencies after a referral has been made. Includes the relevant legislation, details of the process and an overview of the possible different stages and outcomes following the referral for child exploitation.  
	

	
	Website: “Using the law to protect your child (CSE)” – PACE
	LINK
	Provides a simple and easy to read overview of existing legislation on sexual offences and relevant offences for tackling child sexual exploitation (CSE). Includes information relating to the following offences; preparatory, grooming, pornography, child prostitution, trafficking, rape and sexual assault. Also provides information regarding indecent images, understanding consent, suspicious amounts of cash, the National referral Mechanism and the use of British Transport Police.
	[image: ]     Sensitive content:
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	Website: “Getting help from the police” – PACE
	LINK
	Provides easy to understand information on the role of the police in respect of child exploitation and what parents can expect. Shares information relating to the use of Sarah’s Law to formally request for the police to check if a person has a record of sexual offences and list an overview of existing legislation which can be utilised to bring charges of child exploitation.  
	[image: ]
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Refences rape of a child under 13 and assault by penetration
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	Topic
	Resource/s
	Attachment
	Further information

	Digital media and online exploitation
	PDF: “Digital Resilience – A guide for educators” – Childnet
A brief guide to help professionals understand what digital resilience is and why it is important for young people. 
	LINK
	

	
	Website: “Social Media” – NSPCC
A brief guide introducing social media and some of the risks children can face online. 
	LINK
	

	
	Website / PDF: “Online Sexual Harm Reduction Guide” – Marie Collins Foundation and NWG
This guide has been developed to address the challenges professionals face when working with issues of online harm and young people. It contains information about what online harm is, the specific issues facing young people, and ways professionals can effectively engage with young people and their families. 
	LINK
	

	
	Website: “Protecting children from online abuse” – NSPCC
A brief web-based guide for professionals on the types of online abuse that can affect a child. Professionals can navigate to further information on how to recognise and respond to concerns.  
	LINK
	

	
	Online PDF: “Education for a Connected World 2020” - UK Council for Internet Safety
Government documentation that describes the digital knowledge and skills that children and young people should have the opportunity to develop at different ages and stages of their lives. It highlights what a child should know in terms of current online technology, its influence on behaviour and development, and what skills they need to be able to navigate it.
	LINK
	

	
	PDF: “Harm, Grooming and Exploitation in an Online Context” - The Children’s Society
Provides an overview of how online use and exploitation can overlap for children, and some online terminology.
	LINK
	

	
	Video: “Supporting Young People Online Webinar” – Childnet
Practitioners may find useful for their own learning the Childnet webinar, which looks at both general and specific online risks which adopted children and young people might be exposed to and offers practical advice and guidance for parents/carers to ensure a child can use the internet in a safe and enjoyable way.
	LINK
	

	
	PDF: “Supporting children who display harmful sexual behaviour online” – Childnet
Guidance around supporting a young person you work with who has displayed harmful sexual behaviour towards their peers online. It includes information around why and how some young people display harmful sexual behaviour online, the different forms it may take, and things to consider when supporting them to change their behaviour. 

Also available is the Childnet “Moving on Plan” for young people who have displayed harmful sexual behaviour online. The plan can be completed with the young person and their parents or carers as a way of agreeing on boundaries and expectations, and giving the young person a clear strategy on how to use the internet safely, responsibly and respectfully.
	LINK
	

	
	PDF: “Supporting LGBT children online” – Childnet
This guidance is for professionals regarding the experiences of LGBT young people online, responding if things go wrong and further resources and places for support. 
	LINK
	

	
	PDF: “Cyberbullying – Understand, Prevent and Respond” – Childnet
Cyberbullying is a form of bullying that occurs online. This guidance is designed to support professionals in preventing and responding to cyberbullying.
	LINK
	

	
	PDF: “Professionals Explainer – Financial Exploitation” – The Children’s Society
Provides an overview of financial exploitation and sexually coerced extortion, including the impact on a child and what professionals can do to support and report.
	LINK
	

	
	PDF: “Online Sexually Coerced Exploitation” – The Children’s Society
Provides an overview of sexually coerced exploitation as it occurs online. This includes how it happens, the impact on young people and how to support and report. 
	LINK
	

	
	Video: “The Rise of Money Launderers on Snapchat and Instagram” - VICE	
A video covering money laundering and the use of “money mules”, a new form of financial exploitation on social media. It includes interviews with recruiters, victims and professionals about the exploitation and potential consequences, which include prison sentences if caught, or debt bondage to dangerous criminals if the money is seized. 
	LINK
	

	

	Brain development and the impact of trauma
	Video: “The mysterious workings of the adolescent brain” – Sarah Blakemore, TED Talk (YouTube) – 14 min 27 secs
A Ted Talks presentation by cognitive neuroscientist Sarah-Jayne Blakemore that takes a scientific view exploring why teenagers seem so much more impulsive and less self-aware than adults, and how typical "teenage" behavior is caused by the growing and developing brain. 

See also: Video - “The Neuroscience of the Teenage Brain” - with Sarah-Jayne Blakemore, Royal Institution (YouTube) – 56 mins. This includes a more in-depth discussion on risk-taking behaviour and social influences on a child.
	LINK
	

	
	Video: “Trauma and the brain” – Dovetail QLD (YouTube) – 4 mins 28 seconds
An educational video for workers that outlines “normal” or healthy development of the key areas of the brain and how the brain may be impacted if someone experiences trauma. 
	LINK
	NOTE: This resource may also be useful for parents / carers to view.

	
	Video: “Childhood Trauma and the Brain” - UK Trauma Council (YouTube) – 5 mins 10 sec
An educational video that acts as a general introduction to what happens in the brain after children face traumatic experiences in childhood, like abuse and neglect.
	LINK
	

	
	Video: “Adverse Childhood Experiences (ACEs): Impact on brain, body and behaviour” – McMaster University (YouTube) – 6 mins
An educational video for workers that outlines how genes, connections and the environment can affect brain development. It details childhood stress and how toxic stressors such as abuse, neglect, exposure to intimate partner violence, parental depression or addiction and poverty can affect a child.   
	LINK
	NOTE: This resource may also be useful for parents / carers to view.

	

	Guidance around appropriate language and victim blaming
	Video: “Victim Blaming Language” – Waltham Council (YouTube video) – 1 min 46 secs
A video directed at professionals to help them understand the harm of using victim blaming language, and to be mindful about how they describe the concerns for young people.
	LINK
	

	
	PDF: “Appropriate language: child sexual and/or criminal exploitation - guidance for professionals” – The Children’s Society
Supports professionals to use appropriate terminology when discussing children and young people who have been exploited or are at risk of exploitation and the need for language to reflect the presence of coercion and the lack of control young people have in exploitative situations.
	

	

	
	Online PDF: “Challenging victim blaming language and behaviours when dealing with the online experiences of children and young people” - UK Council for Internet Safety
This guidance is aimed at professionals working with children and young people. It aims to help them better understand, recognise and respond to victim blaming language and behaviour when discussing or responding to the online experiences of children and young people.  This guidance describes the language, attitudes and behaviours that can be considered victim blaming when talking about the online experiences of children and young people. 
	LINK
	

	
	Online PDF: “Discovery vs Disclosure” – Marie Collins Foundation
This guidance is aimed at professionals working with children and young people. It details how professionals should approach a child where sexual abuse images have been found online. 
	LINK
	

	

	Guidance around apps and websites
	PDF: “The Emoji Dictionary” – The Children’s Society
A simple guide to how children may be using emojis and how this can link to areas of risk. 
	

	

	
	DOC: “Social media and location sharing” – Redcar SAFE Team 
Information about commonly used apps, and how children are able to turn on and off location sharing. 
	

	

	
	Website: Carly Ryan Foundation - App Fact Sheets
Provides one page resource sheets which give clear advice and guidance on apps commonly used by children and young people, including how to ensure further privacy and reporting within the app. Each sheet also holds an age expectation for the app. 
	LINK
	NOTE: If a child is using a particular website, the corresponding sheet can be viewed and provided to parents.

	
	PDF: “Online Safeguarding: The Dark Web” – The Children’s Society
A website and document explaining what the dark web is, how young people might use it and what to do if parents have safety concerns.
	LINK



	

	
	Website: “Virtual reality and child safety” – The Children’s Society
A brief introduction to how virtual reality and the “metaverse” could be dangerous to children, due to their open-to-all online worlds. For more information see: 
· “Apparently, it's the next big thing. What is the metaverse?” – BBC News
· “Metaverse app allows kids into virtual strip clubs” – BBC News
	LINK
	

	

	Local documentation
	WORD: “Financial Exploitation and Sextortion Preassessment Checklist” – SAFE Team
If you are concerned that a child may be being exploited, the lead practitioner can complete this checklist to match the current concerns for the child against the potential indicators. After reviewing the concerns, if you feel they are at risk of being exploited, please complete a Teeswide Child Exploitation VEMT Screening Tool.
	

	

	
	WORD: “Child Exploitation and Missing Preassessment Checklist” – SAFE Team
If you are concerned that a child may be being exploited, the lead practitioner can complete this checklist to match the current concerns for the child against the potential indicators. After reviewing the concerns, if you feel they are at risk of being exploited, please complete a Teeswide Child Exploitation VEMT Screening Tool.
	

	

	
	DOC: “Tees Exploitation Screening Tool (VEMT)”
This form should be used by a lead practitioner, together with other key professionals involved in the case, for the purposes of establishing whether the case should be referred to the respective VEMT practitioner Group (VPG).  
	

	

	
	DOC: “Cleveland Police Intelligence Sharing Form”
This form should be used by partner agencies to share information with the police. It can be used to share information regarding potential criminal offences, conduct or behaviour, including, but not limited to: exploitation, serious and organised crime and community tensions and issues.  The information will be recorded on the Police Intelligence System and used to support activity by the police and, where appropriate, partner agencies.
	

	

	

	Reporting concerns and responding to disclosures
	PDF: “Capturing and Reporting Intelligence” – Children’s Society
This document explains what intelligence is and how it can be reported to assist the police to prevent, investigate and disrupt crime. It lists the types of intelligence that professionals (and families) should look for. 
	

	NOTE: This resource may also be useful for parents / carers to view.

	
	Video: “Helping adults respond to children disclosing abuse” - NSPCC
Advice on responding to a child’s disclosure of abuse to ensure the child feels listened to. This includes a short animation video and an accompanying PDF. 
	LINK – Video
Time: 2 min 14 sec

LINK - PDF
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As parents and carers, we all want the very best for
our children and strive to protect them from people
and places that put them in danger. Sadly, sexual
exploitation affects thousands of children every year,
and with technology now such a big part of our day-
to-day lives, children are vulnerable in ways they have
never been before.

This guide has been created to help you protect your
child against these dangers — giving you clear, practical
and useable advice.

Some tips may seem like common sense, and some may
be things you've not heard of or tried before. Either way,
we know these issues can be difficult to talk about, so we
hope our guide will help to give you the confidence to talk
to your child openly and help keep them safe.

Barnardo’s is the UK’s largest children’s charity. We believe

in children — no matter who they are, or what they have gone
through. And we’re working across the UK to transform the lives
of the most vulnerable.

A huge part of our work is in helping children who have been
sexually exploited. We’re one of the only organisations who
specialises in helping these young people. Working with police,
our outreach teams track down sexually exploited children,
even if they have disappeared off the radar of social services
and schools. Then, our specialist staff help children in every
step of their recovery.





online. (1)

One of the most distinctive changes to childhood today is the use of mobile
phones and devices that connect to the internet. These resources have
given young people the opportunity to better understand the wider world,
a chance to engage more in issues that affect them and provided more
resources for learning than ever before.

Finding and using these resources is second nature to them — with internet
connected televisions, laptops, tablets, phones and other handheld devices
an integral part of day-to-day life. While this modern technology can be
exciting and useful for children, it also raises new concerns and can add to
the existing dangers children face.

Children absorb huge amounts of information both online and offline
every day. They're used to being bombarded with marketing messages
and are targeted as consumers in an unprecedented way. And the rise
of smartphone and tablet use means that children’s relationships are
now increasingly conducted online, often unchaperoned and hidden
from view.

These factors mean children can be exposed to more adult content
and inappropriate behaviour, which might lead to the development
of a distorted body image, a lack of understanding about healthy
relationships and can ultimately leave children vulnerable to sexual
exploitation and abuse.





Last year Barnardo’s
worked with over 3,000%
children and young peoj
who were at risk or had

Sexual exploitation is a form of sexual abuse where a young person
is manipulated, or forced into taking part in a sexual act. This could
be a seemingly consensual relationship, or in return for attention,
affection, money, drugs, alcohol or somewhere to stay.

The young person may think that their abuser is their friend, or even
their boyfriend or girlfriend. But in reality they may put them into
dangerous situations, forcing the young person to do things they
don’t want to do and may even be violent or abusive.

Sadly, thousands of children and young people across the UK are
affected every year. The internet and mobile devices have made it
easier for predatory people to contact children and groom them
for this kind of exploitation and reports of children being sexually
exploited online are increasing. (2)

While it’s easy to feel overwhelmed in the face of these dangers, by
becoming familiar with the technology involved, understanding your
child’s world and talking to them openly, you can encourage them to
make responsible decisions about their own safety and happiness and
protect them from harm.





At 14 years old, Sally started going out at night and meeting up
with other young people. This led to new online relationships,
which quickly spiralled out of control, and put her in danger.

“One of my friends was 13 and
her sister was 11. One night she
said some mates of hers were
coming to pick us up. They were
lads who had a car. They came
and took us to a house I'd not
been to before. There were lots
of lads there and two full-grown
men. I asked my friend if she
knew them and she said they’'d
met on Facebook. I felt a bit
scared and thought ‘How do

I get out of this?’

“I wanted to leave the house but
I didn’t want to leave my friends
on their own, they were younger
than me and I needed to look
out for them. The men gave us
vodka and whiskey. One of the
older men started talking to me
and took me into another room.
I could hear my friend in the next
room and kept talking to her to
check she was ok. Then I heard





all these sex noises and knew
what was going on.”

Sally and her friends were

given mobile phones and were
contacted day and night by men
who wanted to meet up with
them. They were repeatedly given
alcohol — and Sally says her friend
was often forced into having sex.

“Meeting with lads I didn’t know
and going out in their cars had
been exciting at first. But then

it got out of control and I was
frightened about what would
happen if we didn’t go. I was
frightened for my friend,

I wanted to protect her.”

Sally’s attendance at school
plummeted. She was reported
missing to the police by her mum
on several occasions. Sally and
her friend were then referred to
Barnardo’s Turnaround service
where Sally met her Project
Worker, Jane.

“Jane kept calling me and
coming to my house. I couldn’t
see that she was trying to help
me at first. Now I'm glad that she
stuck with me. After we’d spoken
a few times it hit me. These men
are not your friends. They buy
Yyou alcohol for a reason, they
want something back from you.”

Through spending time with her
Barnardo’s project worker, Sally
eventually built up the strength
to pull away from the men she
had thought were her friends
and is gradually coming to terms
with the exploitation she had
suffered. Sally is now rebuilding
her life. She is back in school and
is working towards her GCSEs.
She is keen to go to college and
train as a youth worker.

Our work to help children
like Sally escape and recover
from sexual exploitation is
only possible with support
from generous individuals.
For information on ways you
can support Barnardo’s work
with children visit





Children and young people who are vietims of sexual exploitation
often do not realise that they are being exploited. There are a
number of tell-tale signs that a child is being groomed for sexual
exploitation for you to look out for.

Going missing for periods

of time or regularly returning
home late.

Regularly missing school.

Receiving parcels or
appearing with unexplained
gifts or new possessions.

Having older boyfriends
or girlfriends.

Suffering from sexually
transmitted infections.

Mood swings or changes
in emotional wellbeing.

Drug and alcohol misuse.
Displaying inappropriate
sexualised behaviour.

Spending a lot of time in
their bedroom.

Becoming unusually secretive,
particularly around the use of
handheld devices like mobiles.

Appearing anxious.

Asking for money without
good reason.

Stay alert to behavioural
changes or physical signs
of abuse such as bruising.

Monitor late nights out and
any unexplained belongings.

Be wary of your child’s older
friends or relationships where
you see a power imbalance.

Understand online risks and
try to minimise them.

Ask your child to show you the
apps and games they use and
check they are age appropriate.
Ask if there is a chat component
and who they connect with and
the nature of their discussions.

Use the parental controls
software provided by your
internet service provider and
keep passwords confidential.

If your child has a device they
take outside the home,
consider implementing similar
safety measures on the device
itself. Unrestricted internet
access may be readily available
elsewhere.





The Child Exploitation and Online
Protection Centre (CEOP):

This is the UK Law Enforcement government
body dedicated to eradicating the online
abuse of children.

NSPCC Child Protection Helpline:

This 24-hour helpline is for adults who
are concerned about the safety or welfare
of a child.

Think U Know:

This is the main government website
providing advice for parents on how
to keep children safe online.

Internet Matters:
Offers information on the use of parental
controls at home.

Stop It Now! Helpline:

This helpline provides advice and support for
adults who are concerned about

child sexual abuse. You can also visit

Childline:
Children who need confidential advice and
support should call this 24-hour helpline.

Infor.'matlon on these issues, and the Bairdo’s is tHe
services we provide for thousands of largest provider
children every year, can be found at of child sexual

exploitation
support services
in the UK.
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Text messaging

(SMS), picture We all know the Messaging can be a
messaging (MMS)’ benefit of being able  platform for bullying
messaging services to keep in touch with  and, increasingly,
such as Whatsapp. our children when children are sending
they are away from or being sent
home, at school or inappropriate or
with friends. explicit images.

When you are talking to your child about relationships, make
sure they understand the implications of sending explicit
material and explain that nothing they want kept private should
be sent by text message or posted online.

If you have reason to be concerned about your child’s phone

use, ask to look through their messages together so they know
you trust them and that they can trust you to respect their privacy.
Reading your child’s messages without invitation can be perceived
as an invasion of privacy, as significant as reading their diary.

Limiting phone time can help children engage in more real-world
activities. Be sure to set a good example with your own mobile use
and follow the same rules you set for your children. Children are
more likely to respect rules that everyone in the family follows, such
as no phones at the dinner table.

10
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& Social networks

What are they?

Websites or apps that feature a detailed user profile page, allowing
people to connect, share content and chat with friends on phones,
computers, tablets and games consoles. Facebook, Twitter, Instagram
and Snapchat are a few examples.

What are the benefits?

Along with the majority of the UK population, many parents use
social networks themselves. They allow people to stay in contact right
across the globe.

What are the risks?

Social networks can be used by children in ways that you are unlikely
to be able to supervise or control closely, if at all. Abusers can contact
children, inappropriate images and video can be shared, and they can
also be platforms for bullying. It’s easy for predators to conceal their
identity, or pretend to be younger.

11





Speak to your child about the dangers of talking
to people they don’t know on social networks, and
of sending or receiving images and encourage your
child to only sign up to age appropriate sites. Most
social networking sites specify 13 as the minimum
age for users although, in practice, this rule is not
policed or enforced.

Ensure your child’s privacy settings on social
networks are set to the highest possible level, so
that strangers cannot view personal information.
Test this by doing a web search of your child’s name
to see what information is unprotected. Children
should be discouraged from accepting friend
requests from people they don’t know.

Your child also needs to think carefully about what
information and photos they put on their profiles.
Help them to understand how quickly images and
videos can be shared and made public — and that
images they think have been deleted (as on Snapchat
when an image ‘disappears’ after 10 seconds) can
still be stored through screenshots or viewed

by moderators.

Consider becoming ‘friends’ with your child on
Facebook, or ‘following’ your child on Twitter or
Instagram, so you are more aware of who they are
in contact with online. Explain that they must never
reveal personal images, videos or details about
themselves or others to people they speak to online,
as these can be recorded and shared.

12





Fantasy based games such as
World of Warcraft, Bearville and
Minecraft where users create a
character to play as and go on
quests or complete challenges.

Gaming in moderation has been
shown in a number of studies

to be beneficial for children
socially and to help improve
concentration on other activities
such as homework. (5)

Online games are not solely
aimed at children — many adults
play them too. They can feature

violent or inappropriate content.

Many online games have
multi-player and chat functions,
which means anyone can
approach children and disguise
their identity. There is an
immediate common interest,

which leaves children vulnerable.
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In many games the chat
function is optional and
can be disabled so if your
child is being approached
and spoken to in an
inappropriate way, you
might consider turning
this function off.

Most games have a rating.
Try searching for this online,
and reading online reviews
to gauge what is appropriate
for your child’s age.

13





An online area to talk and meet new people using text-chat, mics
and webcams. Today this mostly happens through social media, but
dedicated chat room sites also still exist. These are not suitable for
children as they often contain elements of an explicitly adult nature,
although some children will still access them.

Help your child to understand that what they say or do online
is live - they cannot take it back or delete it later. It’s very
easy for people to conceal their identity, or pretend to be
younger than they are.

Explain that they must never reveal personal images, videos or
details about themselves or others to people they speak to online,
as these can be recorded and shared. Once shared on the internet
there is no way of knowing where it might end up.

14





™M Emails

What are they?

Although commonly used for work, school and to sign up to most
member websites and social networks, they are far less popular with
young people for social use. Spam emails can contain explicit material
and it can also be a platform for bullying.

How to keep your child safe

Remind your child to log out when using computers in a publiec
space such as school, as it can be easy for children’s personal
details to be shared, if they are logged in.

Explain that they should delete without opening messages from
unknown senders.

¥ Online dating sites

What are they?

Online places for adults to meet and start relationships for example
Snog, Tinder and MyLOL. These sites are not appropriate for children
under 18, however, even where age restrictions apply and dating sites
take all steps to ensure only adults sign up, young people can still get
around this in many cases.

How to keep your child safe

Children under the age of 18 should be discouraged from using
dating sites altogether, however many children use these sites
without their parents’ knowledge.

If a young person intends to meet up with someone they have

met on any online site, ensure they do this chaperoned and
in a public place because it could be very dangerous.

15





As a parent or carer, it’s important to talk with your child about
healthy relationships and potential dangers. We know talking to
children about these topics can be challenging, so just remember
these top tips to communicating regularly, clearly and calmly with
your children.

Make regular time to talk

The temptation can be to have one big talk and get the subject over
and done with, but by making time to talk regularly with your
children about sex and relationships, you keep the door open and
your children are more likely to feel comfortable to come to you with
issues.

Try to keep calm

If your child tells you they feel pressured or that they have done
something they are not comfortable with, getting angry will only
reinforce your child’s feelings of low self-esteem. Talk calmly with
your child about what has happened, what the implications are and
how they might act differently in future.

Remember how it felt

Every parent was a teenager once and it’s easy to forget how
it feels. The surge of hormones that accompanies puberty can
leave young people feeling lost in a sea with their own emotions.
Reminding your child you have been there will help to keep
communication channels open.

16





Glossary

of terms

Friending/friend request m

Before you can interact with
someone or allow them to see
content on your social network
profile you need to accept their
friend request.

Following

The act of subscribing
to someone’s updates
on a social network.

Screen shot/grab

An image of a desktop or device’s
screen, which can then be shared.
They are easy to create, and
almost all devices can take them.

Unsolicited messages, sent

via email or social network, to
large quantities of people. These
messages are usually advertising
or spreading viruses.

Deliberately being offensive

or controversial online, usually
anonymously. This is sometimes
done by a group of people, and
can target one person specifically,
and is often like bullying.

Exploitation

The act of treating someone
unfairly in order to benefit
from their actions.

Grooming

The criminal action of
becoming friends with a
child, often via the internet,
in order to try to persuade
the child to have a sexual
relationship.
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Help your child stay safe online by
and giving it to them to keep.

top tips to
keep safe

The internet and phones, tablets and games consoles can be great
fun for keeping in touch with mates and useful for studying but
they can also leave you open to bullying, abuse and exploitation.
Use the steps below to keep yourself and your friends safe.

Trust yourself to know when something
is wrong. If someone makes you feel
unsafe, pressured or frightened, follow
your instincts and seek help.

Don’t trust people you don’t know, even
if they seem friendly — and make sure
you know who you are talking to online.

Never give away personal details about
yourself or others, including photos and
videos, or agree to meet someone who
you have only talked to online. It’s easy
for people to create a false identity.

If someone asks you to do something
that doesn’t feel safe, think about the
consequences. Even if it seems fun,

it could be more dangerous than

you realise.

Talk to your parents. They’ll probably
understand more about the issues that
affect you than you think and can give
you advice about relationships and
staying safe.





Help your child stay safe online by printing this page
and giving it to them to keep.

Support is there
if you are worried...

If you are worried about a situation that you
or a friend are in, talk to an adult that you
trust as soon as you can. People who can
help you include teachers, parents, carers
and social workers.

If you think that you, or a friend, are
in immediate danger please dial 999,

You can also speak to Childline on 0800 11 11,
who provide confidential advice and support
24 hours a day.

Barnardo’s provides direct support for
thousands of sexually exploited children every
year. To find out more about how we help to
transform their lives, please visit our website
www.barnardos.org/sexualexploitation

Believe in
children

(lliBarnardo's

Registered Charity Nos 216250 and SC037605
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Financial Exploitation
and Sextortion

What is child financial exploitation?

Financial exploitation is when a young person is tricked or made to hand over money, bank account
details or other valuables to a perpetrator. This can happen both online and in person.

A child can become involved in criminal activity, such as money laundering through their bank
accounts. This is also known as “money muling”.

Children are often groomed by the perpetrator. An online perpetrator might befriend a young
person through social media and online games. They may offer gifts, or promise easy money, gaming
credits, or online currency. Once they've gained a young person'’s trust, they force them to carry out
illegal activities, like opening a bank account for them.

Children can also be financially exploited by people they know in real life, including family, friends,
partners, or other people they know in the community.

Children who are linked to gangs or have been forced to commit other crimes may get into debt. A
child will need to find a way to repay this. Financial exploitation can escalate into other forms of
exploitation — for example, the perpetrator may demand work or sexual favours to pay them back.

Financial abuse can also be tied to sexual abuse. Some young people may feel pressured to commit
sexual acts because a perpetrator bought them gifts or spent money on them, and then expected
something in return. Financial abuse may limit a child’s ability to escape a perpetrator, by making
the child feel they cannot leave because they owe a debt.

The perpetrator will exploit the fear of punishment or embarrassment, such as threatening to tell the
police, or family members and friends, unless the young person does what the perpetrator wants.

What is “sextortion”?

To “extort” someone means to gain something by force, threats or other unfair means. Sexually
coerced extortion (also referred to as “sextortion”) is often used to describe online blackmail, where a
perpetrator threatens to share sexual or indecent images unless the victim pays money or does
something else to benefit the perpetrator.

An online perpetrator will groom a child, usually through social media, online games or another app.
They might pretend to be someone else and become friends with a child. They might make the child
believe they are in a relationship. The perpetrator will then encourage a child to share images and
videos with them. A perpetrator might obtain these without the child’s knowledge, through
webcams or live streaming. Later, the perpetrator might threaten to share the pictures or videos with
family and friends, or put it online. They might ask the child for more images or for money, to make
them stop.

This can also happen to a child in real life. They might send images to someone they are in a
relationship with, who later threatens to send them on unless a child does something for them.

It is important to remember that both boys and girls can be victims of sextortion.





What are the signs?

If your child is a victim of financial exploitation or sextortion, you may notice some of the following
signs:

. Unexplained deposits or withdrawals from payment apps or bank accounts

. New bank/payment account or app, or other names added to it

. Presence or pressure from another person when a child is making withdrawals
. Purchasing or receipt of items which seem out of character

. Going missing during school hours / skipping school

. Sudden change in school performance (loss of interest, distress, poor concentration)
. Mentions helping someone else by giving them money

. Mentions owing money or having unexplained debt

. Periods where they have more money than expected

. Mention of new friendships or relationships

. Lots of time spent on social media or gaming

. Lots of unexplained texts / phone calls / messages

o Secretive behaviour or provides limited information

o Changes in appearance / presentation (clothes, hygiene)

o Becoming withdrawn or isolated from family / friends

o Poor mental health or changes in mood or behaviour (stressed, anxious, or signs of self-harm)
. Involvement in crime or anti-social behaviour

o Receiving unwanted indecent images or videos

o Suddenly deleting or avoiding social media accounts

o Changes in sleep pattern, or spending all night on social media or their phone
o They are sexually active

o Requests for personal information from people online

What can I do if my child is a victim of financial exploitation or sextortion?

This is not your child’s fault and there is nothing for them to be ashamed or embarrassed about. Stay
calm and reach out for help from Cleveland Police and/or Redcar & Cleveland Children’s Services
immediately. It is very important to report this to police so they can investigate the perpetrator.

Encourage your child to save any messages and communication from the incident. Remember, this is
evidence and can be valuable for legal purposes and reporting the crime.

Support your child to stop all communication with the perpetrator, including blocking them on all
platforms. Perpetrators can be persistent and they may still manage to get in contact. Again, this is
not your child’s fault, and they should try to ignore the perpetrator and continue to report them.

If your child is a victim of sextortion, and they are under 18 years old, any images and videos can be
submitted to Report Remove. This is an online tool to help young people in the UK confidentially
report sexual images and videos of themselves in an effort to have them removed from the internet.

You might also want to report the perpetrator and the incident to the platform or website where they
made contact with your child. They can take necessary action to prevent others from becoming
victims.

Be cautious about your child becoming a victim again. The perpetrator/s may have made your child
think this behaviour is normal, making them vulnerable to being financially exploited or sexually
coerced again in the future.

) ) ) 101 — Non emergency
R 1 1 hil :

edc.ar & Cleveland Children’s 01642 130700 Cleveland Police: 999 — Emergency
Services :
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What is
sextortion?

L]
internet
matters.org

Guide to online sexual coercion
and extortion of children

Developed with insight from online safety
expert, Karl Hopwood, this guide provides
in-depth information on ‘sextortion’ and
how to protect children from being targeted.

Part 1: What is sextortion?

The meaning of 'sextortion’ 2
The impacts of artificial intelligence 2
Self-generated child sexual abuse material 3
Recognising the warning signs 3

Part 2: Preventing and dealing with sextortion

How to talk about it 4
Platform safety 5
Supporting critical thinking 6
Dispelling the myths 7
Further support 8

Take|lt|Down 999

([emergency)

REPORT A
REMOSE
m

CEOP website Report Remove Tool Take it down (hon emergency)



https://www.ceop.police.uk/

https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/report-remove/

https://takeitdown.ncmec.org/



Part I: What is sextortion?

The meaning of ‘sextortion’

Sextortion describes the crime of threatening to share or distribute
intimate images of another person unless the victim does what the
perpetrator demands. Perpetrators might ask for the images, record
the victim without knowing or create images of them using Al.

While other terms are better, ‘sextortion’ is more T k \}T
widely recognised. A better phrase would be the erms to know v
‘online sexual coercion and extortion of children’. Image sextortion is where the purpose

Sextortion isillegal and often, but not always, done by

of extortion is to receive indecent images

criminal gangs. These perpetrators prey on victims' of someone.

feelings of distress to get what they want. The act Financial sextortion is where the purpose is
of sextortion is meant to intimidate victims and to gain financially when the victim pays money
influence them to do what they don't want to do. to stop someone sharing their images.

81%

of teens believe that
sharing nudes is always
harmful to young
people involved.

52%

of teens feel that
adults don't worry
too much about
nude-sharing.

Source: Internet Matters’ research into online misogyny and image-based abuse

Terms to know ¥

Deepfakes are an Al that can
place someone’s appearance
and/or voice in different
contexts. It can make

people appear to do or say

something they never did.

The impacts of
artificial intelligence

(Al) to create sexual images of children and young people.

The IWF's investigation found nearly 3,000 Al images depicting
child sexual abuse. Of these, 1,372 images depicted children
aged 7-10 and 143 depicted children under 6.

In early 2024, there were also reports of explicit Al-generated
images of pop star Taylor Swift. These deepfakes are illegal
under the UK’s Online Safety Act.

However, with this technology, sextortion criminals have potential
new ways to coerce and blackmail young people who haven't
shared nude images of themselves.



https://www.internetmatters.org/resources/research-online-misogyny-image-based-abuse/

https://www.iwf.org.uk/about-us/why-we-exist/our-research/how-ai-is-being-abused-to-create-child-sexual-abuse-imagery/



Part 1: What is sextortion?

Self-generated child sexual

abuse material

‘Self-generated’ child sexual abuse material (CSAM) describes indecent
imagery produced and shared by children and young people. However,

it is an imperfect term.

There are many reasons why a child may choose to take and send

sexual images of themselves. These include:

® Consensual sharing in a romantic relationship

® Being pressured, tricked or coerced into sharing an image

® Grooming and exploitation

Once sent, there is a risk that images are shared further, without the
subject’'s consent. For example, the images could be ‘leaked’ within
peer groups or distributed via adult offender networks.

While it is technically true that the child ‘generated’ a sexual image
of themselves, it is important not to imply that they are in any way to

coerced child sexual abuse

images of the most severe
type over a 5-day period.
These images were self-
generated, and 75% involved
1-13-year-olds.

blame for their abuse. This is the responsibility of the perpetrator(s).

Recognising the warning signs “A

For young people...

For parents & carers...

* Changes in behaviour. A child who
is victim to sextortion might appear
withdrawn, worried, unhappy or otherwise
different from their ‘normal’ self.

* Avoiding online spaces. They might stop
using their phone or device that they normally
enjoy using, or they might appear anxious
when notifications or messages appear.

Remember that sextortion regularly takes
places onpopular social media platforms

that kids use every day like Instagram and
Snapchat. It happens where young people are,
not just on ‘dodgy’ apps you've never heard of.

&4

/\
o
"

Be suspicious. If someone shares an
intimate image and then asks you to do
the same, be suspicious and resist
temptation to send anything back.

Spot the lies. In some cases, someone
might say they have a naked image of you
(even if they don't) and will threaten to
release it unless you do what they say.
Don't give in; instead, get help.

Stay alert. Remember that not everyone

is who they say they are. Even someone
using the account or number of a friend
from school could be a stranger or someone
different. If they start to ask for nude
images, stop talking and get help.

Be cautious. If you share a photo or
video (or someone records your content),
you lose control of it, and it becomes
difficult to track.



https://www.iwf.org.uk/about-us/why-we-exist/our-research/category-a-child-sexual-abuse-material-of-a-self-generated-nature-an-iwf-snapshot-study/



Part 2: Preventing and dealing with sextortion

How to talk about sextortion

As parents/carers, we would like to think that our children would feel
like they could come and speak to us about anything troubling them.

Unfortunately, the reality is often quite different -- particularly with technology

and digital issues. This is because young people often feel they will be judged

by adults, feeling they have little understanding of their digital world.

But difficult conversations will be easier if there is a history of positive
dialogue about all sorts of things with your children. It's never too late to start!

Stories in the media can provide an opportunity to start a discussion.
Ask them if they heard about an issue and what they think. Do they know

anyone who experienced the same thing?

about online?

Remember

Your child is the victim here. Remind
them that they won't get in trouble, and
others will neither judge nor blame them.

If they come to you for support,
emphasise that they have been really
brave in coming forward.

And, reassure them that there are things
they can do to take back control.

Questions to ask

Talking about things before they become a problem is important.
Conversations with our teens about sextortion will help them recognise the
behaviour and know how to take action if someone approaches them online.

These questions can help start important conversations:

What sort of things would make you or your friends feel uncomfortable

° Have you heard of sextortion? How can you protect yourself?
°  What would you say to a friend who was being sextorted?

®* What advice could you give and how could you help them?

Learn more

) Internet Matters sexting hub
) UKCIS Challenge Victim Blaming Language
) Thinkuknow Digital Romance report

) Thinkuknow Ask the Awkward




https://www.internetmatters.org/issues/sexting/

https://www.gov.uk/government/publications/challenging-victim-blaming-language-and-behaviours-when-dealing-with-the-online-experiences-of-children-and-young-people

https://www.thinkuknow.co.uk/professionals/guidance/digital-romance

https://www.thinkuknow.co.uk/parents/ask-the-awkward/



Part 2: Preventing and dealing with sextortion

Platform safety

When children get their first social media account, it's important
to make sure they meet the minimum age requirements and that
privacy settings are in place to give the maximum protection.

Safety by design

q

GCood to know

PRl HREIRENEELE : ; RIS Mokt solal edia stee,
honest about their age. Unfortunately, many children who lie

about their age, will do so by large margins.

platforms and apps require
users to be 13 or older. Being
For example, a 10-year-old signing up to TikTok won't often say honest about their age will
they're 13. Instead, they'll use their parent's birthday or another keep them safer.
birthday that makes them appear as an adult rather than under

18, As such, they miss out on the available safety features for

under-18s.

As parents, we shouldn't let our children use social media sites
until they are old enough to do so. Then, when they are old

enough, we should make use of tools such as the family
centres available.

The table below outlines these features, which cannot work

if a child lies about being under 18.

Private Direct
accounts by message
default limits

Screen Family
time breaks Centre

under-lbs under-les
I O'l @ : & @
requests are
under-16s
text-only

& & v & &

under-18s under-18s



https://www.internetmatters.org/hub/question/what-does-the-age-appropriate-design-code-mean-for-my-child/



Part 2: Preventing and dealing with sextortion

Supporting critical thinking

Our research with Adrienne Katz and Aiman El Asam found that

children and young people who had different vulnerabilities were
more likely to be affected by online harms and challenges.

For example, children who were in care (or were young carers)
were more likely to be susceptible to cyberscams. Additionally,
children with special educational needs were more likely to
experience 'sexting under pressure.

Additional research found that males and non-heterosexual

youth were also more likely to be victims of sextortion.

It's important to discuss sextortion scenarios with young people
so they can consider how to respond. Scenario-based learning
can also help them think critically about the best ways to deal
with these situations.

Emphasise the importance of not forwarding on sexual images
or videos if they receive it from someone else. There can be
legal consequences as well as emotional impacts on the victim.

«

Good to know

Most social media sites,
platforms and apps require
users to be 13 or older. Being
honest about their age will
keep them safer.

Resources to develop critical thinking skills




https://www.internetmatters.org/resources/vulnerable-children-in-a-digital-world-infographic/

https://journals.sagepub.com/doi/full/10.1177/1079063218800469

https://www.internetmatters.org/resources/online-critical-thinking-guide/

https://www.internetmatters.org/connecting-safely-online/advice-for-young-people/the-hard-stuff-on-social-media/what-is-peer-pressure/

https://www.internetmatters.org/connecting-safely-online/advice-for-young-people/the-hard-stuff-on-social-media/nudes-and-sexting/

https://www.internetmatters.org/connecting-safely-online/advice-for-young-people/the-hard-stuff-on-social-media/some-things-online-make-me-feel-scared/

https://www.internetmatters.org/digital-matters/modules/?user_type=parent



Part 2: Preventing and dealing with sextortion

Dispelling the myths

To help children and young people get support, it's
important to dispel myths that might keep them from
reporting sextortion. Here are some of those myths:

Q >
o

Assure victims they are not at fault. Someone has exploited
them. Many people send images for all sorts of reasons, and
it's not okay that now someone is betraying your trust by
threatening to share the image more widely.

They are the victim and will not get in legal trouble. The
police will pursue the person/people who pressured them
into sharing the content in the first place because they are
the ones who have committed a crime.

Sadly, sextortion scams are much more common than you
might think. Even though your child might not hear a lot
about it, lots of people have experienced the same thing.

In some cases, the police might need to examine a device to
try and establish what happened. This will help them bring
the perpetrators to justice. However, you will get your device
back as quickly as possible.

To help, it's important to keep any evidence like screen shots
of messages and anything that was sent to you; this can help
with the investigation.

Make sure your child knows that you will always support
them, no matter what. Remind them that your prime
concern is to make sure they are safe and to help them.
People behind sextortion scams depend on victims being
too scared to come forward, so let your child know that the

door is always open.





Part 2: Preventing and dealing with sextortion

Further support

If your child is targeted, contact your local police and, if your child
is at school, the Designated Safeguard Lead (DSL). They will be able
to help and provide support as well as signpost you to services who
can help to deal with what has happened.

The following organisations can also offer support.

i
v

Report Remove Tool Good to know

Report Remove is a tool for children under 18 in It is important to realise that on both Report

the UK to confidentially report sexual images Remove and Take It Down, any content which

and videos of themselves which have been is shared on encrypted services or in private

shared online. The tool will help to remove these. messages cannot be removed - but any public
or unencrypted services can scan for the

Take It Down hashed image.

Take It Down is a service for anyone to remove

online nude, partially nude or sexually explicit

Childline

Childline will provide free and confidential support

photos that were taken before they were 18,

The service works by assigning a unigue digital . ) .
, . — , L both online and via the phone for anyone under 19,
fingerprint (called a hash) to a nude, partially

nude or sexually explicit photo or video of

someone under 18. Online platforms use the Younngds

hash value to detect these images and remove Young Minds is a mental health charity for children
them. The hash value is the only thing shared, and young people which will offer advice and

not the image. information 24/7.

More resources and reading

METROPOLITAN ﬁ National Cyber
POLICE Security Centre

Met Police

torticn




https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/report-remove/

https://takeitdown.ncmec.org/

https://www.childline.org.uk/

https://www.youngminds.org.uk/

https://www.internetmatters.org/issues/sexting/

https://www.internetmatters.org/resources/teens-and-online-dating-advice-hub-for-parents/

https://www.internetmatters.org/about-us/nominet-research-self-generated-csam/

https://www.iwf.org.uk/resources/sextortion/under-18s/

https://www.nationalcrimeagency.gov.uk/what-we-do/crime-threats/kidnap-and-extortion/sextortion-webcam-blackmail

https://www.met.police.uk/advice/advice-and-information/sexual-offences/sextortion/

https://www.ncsc.gov.uk/guidance/sextortion-scams-how-to-protect-yourself
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Apple Phones: M WhatsApp:

iPhones have the find my friends app which automatically This communication app can be used to message,
comes with the apple device. In the app you can choose to share images, links and videos. WhatsApp is widely
share your current location with another person in your used for individual messaging between phone
contacts but only if they have an apple phone. Mobile data numbers and is a popular app to have group chats on.

must be on at all times to enable live location sharing.
Sometimes when the app is loading the update of the persons
location you are trying to look at, it will show a big blue circle.
This circle means that the person you are trying to locate is
somewhere in the proximity of that circle. Then once the app
has finished loading, you will get their exact location.

@ Snapchat:

Snapchat Messaging:

WhatsApp now has a new feature where messages
can be deleted 24 hours after viewing. This includes
texts, links, photos and videos. This will make it easier
for perpetrators to stay off the radar in terms of
evidence of them exploiting children. Including
sending them threatening messages, photos of drugs
and /or sexual images.

Texting on snapchat deletes itself after 24hours unless it is saved in the chat by one of the people involved in the
messaging. Snapchat picture messaging disappears from the screen after the receiver taps off it. It can be saved into the
chat, in which both recipients will be able to see it. Users can delete their messages after they have been sent. If you
screenshot another persons snapchat, that person will get a notification that you have done so.

Snapchat Stories:

These are public stories where all your friends can see what you post on there. It can be often used to advertise drugs and
weapons through pictures and videos. You can message someone through the photo they might post, showing an interest.

Snapchat Location Sharing:

When you join snapchat, if you choose to let the app use your location settings then you will automatically be able to be
seen on the maps by everyone you are friends with. Your location cannot be seen by people you are not friends with.
Snapmaps has Ghost Mode (location is off), Only These Friends (pick which people you would like to see your location) or
Everyone (all your friends can see your location). For snapmaps to work, the user must be connected to Wi-Fi or have their
mobile data on. If just sharing their current location, it will only update when the person is on the app. When they exit the
app, it will update and say that the person was active 10 minutes ago for example.

cj‘ TikTok:

TikTok is a video sharing platform where users can communicate by sending each other videos and texting in response to
the videos. TikTok is an app with many user guidelines, and if videos are inappropriate they are immediately taken down.
Many users often complain about TikTok taking down their videos even when they haven't been inappropriate. However lots
of users have learnt to post inappropriate content by working around the guidelines. For example they might pronounce a
crude word in a different way or use slang.

The TikTok algorithm focuses on videos that you interact with—share, like and comment on—and use this to determine
what videos will show up on your For You Page. For example the more makeup videos someone might like, the more videos
similar to those will be put on their for you page.

For more helpful information scan these QR Codes.

This first code will take you to a booklet about Sexual Abuse and
the second will take you to a booklet on online exploitation.






Twitter: Q Messenger:

Facebook messenger is the communication app that connects to
your Facebook profile. It allows you to message other users. You
can receive messages from people that you aren't friends with.
These would go into message requests. It is used for texting,
sharing photos, videos and links. On top of this it is often used for
having group chats for communication. Messenger shows when a
user was last active on the app. So it is possible to see if someone

Twitter is a platform with little user guidance . Disturbing and m|ght have ignored a message if you can see that they have been
inappropriate links/images/videos are often circulated. These active.

circulated tweets can easily be searched and found in the app.

Twitter is a communication platform, where messages, videos,
links and photos can be posted and shared. A tweet is a short
message . Any user can write a tweet on their platform. This tweet
can then be seen and ‘re-tweeted’ by anyone. Twitter is a huge
platform used by many to spread information quickly which is
evident through fans ‘cancelling’ celebrities for example.

Twitter is an easily accessible app, where over exposure of
disturbing/inappropriate content are just as easy to access as it is
to make an account. This type of content would only be available if

the user was to search for it or see it through someone sharing it. Instagram is a platform used for sharing your own photos/videos
Twitter will use an algorithm the same as TikTok to personalise a with your followers. Photos shared on your Instagram story delete
users twitter feed. For example if they follow a certain celebrity after 24 hours. Instagram is also used for messaging. You can

and fan accounts associated with that celebrity, they are more message people that you follow/don't follow and receive messages
likely to see tweets about that person. from those who don't follow you. These messages will go into your

requested messages and you have the choice whether to reply or
not. Within messages, you can share photos and video you see on
BeReal. BeReal- you Instagram feed, or send your own photos and videos.

BeReal is an app that allows users to share a snippet of their day with friends. Users get one notification a day from the app stating they
have 2 minutes to post what they are doing there and then. The app will take a picture using the front camera and then switches to take a
photo of the back camera. If your account is private, only people you are friends with can see what you post. If your account is public,
anyone can see your daily post. If a user is to miss the notification, they can post a late BeReal. BeReal allows for location sharing if it is
turned on in the settings of the app. If it is turned on, then users can see where you took your photo and can click on it to see your location
of the photo on a map.

Online Gaming:

Gaming is one of the most popular forms of entertainment among young people. The use of Xbox's, Play Stations and PC's (personal
computer) make it easy for children to come into contact with people they don’t know. Gaming can be used as a portal to groom and
exploit and anyone can take on any identity over the internet. Money and gifts can be sent to a receiver or taken away through hackers.

Perpetrators can use a child's online gaming account to hold or clean money from criminal activities. This is also known as ‘squaring’. As well
as this, the communication of players in online gaming can manipulate children to share sensitive information and/or images.

Discord:

Discord is a communication platform that is often used with online gaming. Discord is an app where users can video chat, voice chat,
message and share videos/links on. The app is widely used to create group chats that might be used for children to communicate through
when they are playing on a game together.

The group chats can be private (invite only) or public so that others users can join them. In the groups users can have multiple text and voice
channels. For example 8 people might be in a group chat. 3 of those people may be in text channel 1, 2 may be in voice channel 4 and 3 may
be in voice channel 2.. Any picture video and link can be shared by any user within a group chat. Within the group chats, children could be
asked to share information and/or images if they are communicating with people they don't know.

Indicators of Online Exploitation Sexual or Criminal:

Definitions: 1. A young person may talk about new older friends they have met online and are

. R . communicating with.
Online grooming— This is the process of a per-

petrator developing a relationship with a child 2. Ayoung person may disclose that they have received gifts or money from someone online.
in order to abuse and exploit both on and of-

i 3. 0On the other hand a young person may become withdrawn and/ or secretive about their
ine.

online activity.
Online exploitation—an individual or group
using online platforms to take advantage of,
coerce, manipulate or deceive a person under
the age of 18. 5. A young person may be worried about being away from their phone and need to be on or
around it all the time.

4. A young person may have a new phone or more than one phone and on these may be
receiving many calls and texts.

Sexting—sending and/or receiving messages
that are about sex (pictures or messages) 6. Sexual behaviour that isn't age appropriate and may be harmful.

7. Spending more time away from home or going missing.
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the C&W{%‘RW foundation.

Your Child’s New Device
Checklist

Sign a Carly Ryan Foundation family contract together. Download the
form from carlyryanfoundation.com/resources/online-safety-contract

Go through all settings — understand your device.

Turn off Location Services for social media, camera phone & photos.
Choose locations for the apps that require this, such as Maps or
Find My Phone.

For Apple devices, turn receiving off for Airdrop.
Setup ‘Find My Phone’.

Join your trusted home Wi-Fi networks, and ensure your passwords
are secure.

Setup passcodes for device (digit or fingerprint).

Download apps together, and understand how they function. For future
downloads, features like Google Family Link or Family Sharing allow you
to remotely approve or deny app download requests.

Setup bed times and app limits using the aforementioned Google
Family Link or Family Sharing features.
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It's important to remember that parental control apps or content filters are not 100% effective or foolproof. 4

A [

What are tl

Each app is differen
but most are likely

There's no shortcut to safeguarding!

DIY - Do It Your:

areabpie by ineqge.com
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Digital Safeguarding Worksheet - Child / Young Person





		Professional Section



		



		What are you delivering (e.g. session, video):



		









		CHECK IN: Have you checked the red flags with the child?



		CHECK IN: Have you got consent from the child to cover this?




		Child / Young Person Section



		



		What work have you done?



		



		Tell me three things you have learnt:







3:___________________________________________________________________________________________________________________________________________________________________________________________________________

2:___________________________________________________________________________________________________________________________________________________________________________________________________________

1:___________________________________________________________________________________________________________________________________________________________________________________________________________






		What difference will this make to you?



		











		How will this help keep you safe online in the future?



		











		Are there things you would do differently to keep yourself safe online?



		











		Is there anything you would like to know more about?



		











		CHECK OUT: Is there anything that has upset or frightened you?



		CHECK OUT: Is there anything you need to talk about, or any help you need from the worker?
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Practitioners using an exploitation resource with a child during one-to-one or group work should ensure they are familiar with the content and watch it before showing it to children. PREPARED Framework





Research findings have showed that when sessions are delivered to boys using CSE/CCE films with a female character, boys disengaged, however, when the resource had a male character, both girls and boys engaged.

Always make sure you check in and check out with the child before and after delivering a session.  

See exploitation ‘PREPARED framework’ to support you with your sessions.

Purpose
Resilience
Ensure suitability
Provide safety
Agreement
Robust introduction
Educate appropriately/Ensure appropriate use
Debrief










Purpose

Know the reason why you’re using the resource

Important questions to ask before using a CSE/CCE resource are: 

· what are you hoping to achieve by using it? 

· What is the purpose? 

· What is the outcome that you hope it will achieve or contribute towards achieving? 

Exploitation sessions will increase children’s knowledge of how abuse can affect people, what the law says, and where people who have been abused can go for support. It is important that we are giving children this knowledge. They may use the knowledge that very day, they may use it later in life, they may never use it at all, but surely it’s better to give children the knowledge and never know the difference it might make, rather than not give children the knowledge at all.  Surely the purpose of being taught these subjects is to have as much knowledge as possible to increase their awareness of inappropriate behaviour displayed by adults and their peers and keep themselves safe. 



Resilience 

Ensure the child/young person is resilient enough to deal with the more uncomfortable parts of the resource.

During one-to-one work the practitioner should ensure they have established a good therapeutic relationship with the child/young person, ensuring they have enough knowledge about the child/young person to make an informed decision about how well they can cope with the more uncomfortable parts of the resource. 

What does the practitioner know about the child’s/young person’s:

· History and background

· Home life

· Think of contextual safeguarding – their peer group, school, neighbourhood

· What support networks have they got in place? 

· What coping strategies do they utilise? 

A discussion should also take place between practitioner and child/young person.






Ensure Suitability

Make sure the resource is suitable for the child

Practitioners using an exploitation resource with a child/ young person during one-to-one work should ensure they are familiar with the content and watch it before showing it to children. They should consider if the content of the resource is similar to the child/young person’s situation and whether or not the child/young person is likely to respond to this in a positive or significantly distressing way. Practitioners should assess if the resource is appropriate for the child’s age, developmental age and the situation they’re in.



Provide Safety


Have safety strategies in place to reduce the risk of harm and manage any traumatic responses.

During one-to-one work the practitioner should assess what coping strategies the child/young person already has and makes use of when things become too much, as well as including the child/young person in discussions about what else might help them manage any potential distressing responses. 

When introducing an educational exploitation resource, the child/young person should always have the option and opportunity to say if they feel uncomfortable during a session. Some young people use words to inform us they feel uncomfortable and others use a signal such as raising their hand. If children can’t or won’t use a signal, the practitioner should look out for any signs that the child/young person may be experiencing significant distress, such as looking away, looking upset and teary, fidgeting, change in their tone. 

Another safety technique is the use of a ‘safe object’ where a young person simply holds on to an object that helps them to relax and feel safe while watching an educational film. This could be a paperclip, pen, elastic band, anything that the child wants to use. Please remember this doesn’t mean they are not concentrating in session. 






Agreement

Make sure the child/young person has consented to view the resource.

Informed consent should always be obtained from the child/ young person before showing the resource. If a child/young person doesn’t want to watch a resource and they are forced/pressured to watch it, after they have explicitly said “no”, this highlights a problem with the practitioner, not the resource.

Many children/young people who have experienced exploitation often feel that they have never had a choice, so make sure you have their consent and you are giving them a choice so they have sense of control.

It’s important to let the child/young person know that even though they may have given consent, they can change their mind at any time and say that they no longer wish to view the resource, even if viewing of the resource has already started.

It’s also worth noting that if a child declines to view the resource this may be an indicator that something has occurred or is occurring in the child’s life that may need further exploration with a view to the child being offered appropriate support.



Robust introduction

Ensure a clear and robust introduction of the resource takes place, including the explanation of the more uncomfortable parts, prior to showing the resource

Prior to showing the resource it should be introduced to the child/young person in a clear and robust manner which includes a number of elements. As highlighted under ‘Purpose’ the practitioner should inform the child/young person why the resource is being shown to them along with the outcome they hope it will achieve or contribute towards achieving. Content should be explained, especially content that could be described as uncomfortable and/or distressing to watch. Support should be made available during and after the session (see ‘Debrief’) and the child/young person should be made aware of this.

Safety strategies should be highlighted and explored, and the child/young person should be encouraged to make use of existing safety strategies that may already use when things get tough. It’s also important that the child/young person knows that they can change their mind at any time and inform the practitioner that they want to stop viewing the resource.






Educate appropriately/Ensure appropriate use 

Make sure the resource is used appropriately and that the message conveyed is also appropriate.

When using exploitation resources we should ensure we are using them appropriately. What does this mean? It means using them to aid discussion not replace discussion; it means using them to give children the message that they are never to blame for their abuse and that the blame always sits with the perpetrator; it means using them to focus on the perpetrator’s behaviour not the choices made by the victim; it means using them to inform abused and exploited children that they’ve done nothing wrong. Highlight that facilitators need to be prepared for possible disclosures and to keep in mind that the message about not being to blame is particularly pertinent for children who have been or are being abused and exploited.

As a practitioner make sure you give plenty of time for discussion after the session has been delivered.  The discussion will provide an opportunity for debate and for child/ young people’s beliefs to be challenged. There’s no point in giving young people information if you can’t talk about it.

Thought should also be given to practicalities around how the resources is used. Sometimes when showing an educational CSE /CCE film the stop-start method is used where the film is paused at certain points and the practitioner asks relevant questions. 



Debrief

Ensure a debrief takes place with the child/young person after the resource is shown.

Debrief checkout with the child/young person this means ensuring that the child/young person is ok after the session and has access to information and support after the resource has been shown. 

During one-to-one work this can include discussing the resource with the young person after they have viewed it to see how it has left them feeling and/or signposting them to websites, services and other places where support and information can be accessed. 
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HOWTO
USE THIS
DOCUMENT

This document can be used by professionals when discussing the exploitation
of children and young people, including when escalating intelligence and
delivering training. The document can be read at the beginning of strategy
meetings, multi-agency meetings, or other settings where professionals
might be discussing children and young people who are at risk of exploitation.

ABOUT APPROPRIATE LANGUAGE
IN RELATION TO CHILD SEXUAL
AND/OR CRIMINAL EXPLOITATION

It is imperative that appropriate terminology is used when discussing

children and young people who have been exploited, or are at risk of
exploitation. Language implying that the child or young person is complicit

in any way, or responsible for the crimes that have happened or may happen to
them, must be avoided.

Language should reflect the presence of coercion and the lack of control
young people have in abusive or exploitative situations, and must recognise
the severity of the impact exploitation has on the child or young person.

Victim-blaming language may reinforce messages from perpetrators around
shame and guilt. This in turn may prevent the child or young person from
disclosing their abuse, through fear of being blamed by professionals. When
victim-blaming language is used amongst professionals, there is a risk of
normalising and minimising the child’s experience, resulting in a lack of
appropriate response.

GUIDANCE FOR USING
APPROPRIATE LANGUAGE

The following table outlines terms that should not be used when discussing or
recording issues of child sexual exploitation, and includes a list of appropriate
alternative phrases.

APPROPRIATE LANGUAGE: CSE // GUIDANCE FOR PROFESSIONALS





INAPPROPRIATE TERM

SUGGESTED ALTERNATIVES

Putting themselves at risk

This implies that the child

is responsible for the risks
presented by the perpetrator
and that they are able to make
free and informed choices.

® The child may have been groomed.

® The child is at an increased vulnerability of
being abused and/or exploited.

® A perpetrator may exploit the child’s
increased vulnerability.

® The child is not in a protective environment.
® The situation could reduce the child’s safety.
® The location is dangerous to children.

® The location/situation could increase a
perpetrator’'s opportunity to abuse them.

® |tis unclear whether the child is under duress
to go missing.

® There are concerns that the child may be
being sexually abused.

® [tis unclear why the child is getting into cars.

® There are concerns that there is a power
imbalance forcing the child to act in this way.

® There are concerns regarding other influences
on the child.

Sexual activity with...

This implies consensual sexual
activity has taken place. If it
occurs within an abusive or
exploitative context this term
is not appropriate.

¢ The child has been sexually abused.
¢ The child has been raped.
® There are reports of sexual abuse.

¢ The child has described sexual activity,
however concerns exist that they child may
have been groomed and/or coerced.
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INAPPROPRIATE TERM

SUGGESTED ALTERNATIVES

Sexually active since [age
under 13]

A child under 13 cannot consent
to sex and is therefore being
abused. This should be reflected
in the language used.

¢ The child has been raped.

® The child has been/may have been
sexually abused.

@ Concerns exist that the child may have been
coerced, exploited, or sexually abused.

Has been contacting adult
males/females via phone
orinternet

This implies that the child or
young person is responsible for
the communication and does
not reflect the abusive or
exploitative context.

® Adult males/females may have been
contacting the child.

@ The child may have been groomed.

@ There are concerns that the adult
is facilitating communication with
a child.

@ The child is vulnerable to online perpetrators.

@ There are concerns that others may be
using online technology to access or abuse
the child.

@ Adults appear to be using a range of methods
to communicate with the child.

Offering him/her drugs
seemingly in return for sex

This implies that the child or
young person is responsible for
the abuse and has the capacity
to make a free and informed
choice. It does not recognise the
abusive or exploitative context.

@ The child is being sexually exploited.

@ There are concerns that the child has
been raped.

@ Perpetrators are sexually abusing the child.
@ The child is being sexually abused.

@ The child’s vulnerability regarding drug use is
being used by others to abuse them.

¢ The perpetrators have a hold over the child by
the fact that they have a drug dependency.
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INAPPROPRIATE TERM

SUGGESTED ALTERNATIVES

In arelationship with...

This implies that the child or young
person is in a consensual relationship
and does not reflect the abusive or
exploitative context.

@ The young person says that they
are in a relationship with a person
and there are concerns about that
person’s age, the imbalance of power,
exploitation and/or offending.

e The young person has been/is being
groomed, exploited and controlled.

Involved in CSE

This implies there is a level of choice
regarding the child being abused. A five
year old would never be referred to as
being involved in sexual abuse for the
same reasons.

@ The child is vulnerable to being
sexually exploited.

@ The child is being sexually exploited.

Promiscuous

This implies consensual sexual activity
has taken place. Promiscuous is a
judgemental term which stereotypes and
labels people. It isn't appropriate in any
context when discussing children and
young people, but particularly if it occurs
within an abusive or exploitative context.

@ The child is vulnerable to being
sexually exploited.

@ The childis being sexually exploited.

Prostituting themselves

This implies that the child or young
person is responsible for the abuse and
has the capacity to make a free and
informed choice. It does not recognise
the abusive or exploitative context.

Changes in legislation have meant
that child prostitution is no longer an
acceptable term and should never
be used.

@ The child is vulnerable to being
sexually exploited.

@ The child is being sexually exploited.
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INAPPROPRIATE TERM

SUGGESTED ALTERNATIVES

Boyfriend/girlfriend

This implies that the child or young
person is in a consensual relationship
and does not reflect the abusive or
exploitative context.

Children have been challenged in

court with practitioners recordings
where a practitioner has referred to the
perpetrator as the child’'s boyfriend

or girlfriend.

@ The young person says that they
are in a relationship with a person
and there are concerns about that
person’s age, the imbalance of power,
exploitation and/or offending.

e The young person has been/is being
groomed, exploited and controlled.

Drug running - He/she is drug running

This implies that the child or young
person is responsible for the exploitation
and has the capacity to make a free and
informed choice. It does not recognise
the abusive or exploitative context.

¢ Child criminal exploitation (CCE).
@ The child is being criminally exploited.

e The child is being trafficked for
purpose of criminal exploitation.

Recruit/run/work

This implies that the child or young
person is responsible for the exploitation
and has the capacity to make a free and
informed choice. It does not recognise
the abusive or exploitative context.

@ The child is being criminally exploited.

He/she is choosing this lifestyle

This implies that the child or young
person is responsible for the exploitation
and has the capacity to make a free and
informed choice. It does not recognise
the abusive or exploitative context.

@ The child is being criminally exploited.

@ The child is being sexually exploited.

APPROPRIATE LANGUAGE: CSE // GUIDANCE FOR PROFESSIONALS






INAPPROPRIATE TERM

SUGGESTED ALTERNATIVES

Spending time/associating
with ‘elders’

This implies that the child or young
person is responsible for the exploitation
and has the capacity to make a free and
informed choice. It does not recognise
the abusive or exploitative context.

@ The young person says that they
are friends with a person and there
are concerns about that person'’s
age, the imbalance of power,
exploitation, offending.

@ The young person has been groomed,
exploited, controlled.

Note: If the elder is under the age of 18
years old, this will need to be considered
using child protection processes.

Offering him/her drugs seemingly in
return for sex or to run drugs

This implies that the child or young
person is responsible for the exploitation
and has the capacity to make a free and
informed choice. It does not recognise
the abusive or exploitative context.

e The child is being sexually/
criminally exploited.

@ The child is being criminally exploited
through drug debt.

@ There are concerns that the child has
been raped as they do not have the
freedom or capacity to consent.

@ Perpetrators are sexually abusing
the child.

@ The child is being sexually abused.

@ The child’s vulnerability regarding
drug use is being used by others to
abuse them.

¢ The perpetrators have a hold over
the child by the fact that they have a
drug dependency.

THIS GUIDANCE HAS BEEN GRATEFULLY PRODUCED
WITH SUPPORT AND MATERIALS DEVELOPED BY NWG
AND LAWRENCE JORDAN, SOCIAL WORKER, MILTON KEYNES.
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DICTIONARY

Emoijis are becoming an increasingly common method

of communication for everybody. Emojis are simple to
understand, quick to type and can get the tone of the message
across. Just as understanding the language that young people
use can be important for safeguarding them, we think it is

also useful to understand how emojis can be used. If we have
a better understanding of their meaning, we can foster better
connections with children and young people, and identify any
potential risks.

That's why we have put together a simple guide to how emojis
may be used in areas of risk. This is not a definitive guide and is
not exhaustive. We encourage all practitioners to stay curious
about the different forms of communication young people are
using, and to use this as a resource to build conversation.
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. X

Penis or erection
Blowjob

Pure

Bum

Parents are watching
Sex

Anal sex
Masturbation
Marijuana/cannabis
Selfie

Private dance/performance
Call me

Spanking

Orgasm

Oral sex

Vagina

Cocaine

Breasts

Sexual intercourse

CONTEXT

Sexting

Sexting

Drug selling/buying online/class A Drugs
Sexting

Parent/carer involvement/digital penetration
Sexting

Sexting

Sexting

Drug selling/buying online

Sexting

Sexting
Sexting
Sexting
Sexting
Drug selling/buying online
Sexting

Sexting





Sexual intercourse

Sexual intercourse
Sniffing/using drugs

Use of drugs

Drugs

Sexual intercourse
Horny/turned on/aroused
Erection

‘Go for it’/consent

‘Go for it’/consent

(8 Ball) an 8th of cannabis
Mephamphetimine
Potency of drugs

Drug dealer

Heroin

Quality of drug

CONTEXT

Sexting
Sexting
Drug selling/buying online
Drug selling/buying online
Drug selling/buying online
Sexting
Sexting
Sexting
Sexting
Sexting
Drug selling/buying online
Drug selling/buying online
Drug selling/buying online
Drug selling/buying online
Drug selling/buying online

Drug selling/buying online





The Children’s Society and our supporters have
been there for vulnerable children and young
people for more than 130 years.

We believe that every young person should have
the support they need in order to enjoy a safe,
happy childhood.

That's why we run services and campaigns that
make children’s lives better and change the
systems that are placing them in danger.

Together with our supporters, we're improving the
lives of children today and long into the future.

childrenssociety.org.uk/

online-exploitation The

Children’s
Society

Charity Registration No. 221124 DEX004/0220
© The Children’s Society 2020.
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A Guide to Social Media

Apple Phones: M WhatsApp:

iPhones have the find my friends app which automatically This communication app can be used to message,
comes with the apple device. In the app you can choose to share images, links and videos. WhatsApp is widely
share your current location with another person in your used for individual messaging between phone
contacts but only if they have an apple phone. Mobile data numbers and is a popular app to have group chats on.

must be on at all times to enable live location sharing.
Sometimes when the app is loading the update of the persons
location you are trying to look at, it will show a big blue circle.
This circle means that the person you are trying to locate is
somewhere in the proximity of that circle. Then once the app
has finished loading, you will get their exact location.

@ Snapchat:

Snapchat Messaging:

WhatsApp now has a new feature where messages
can be deleted 24 hours after viewing. This includes
texts, links, photos and videos. This will make it easier
for perpetrators to stay off the radar in terms of
evidence of them exploiting children. Including
sending them threatening messages, photos of drugs
and /or sexual images.

Texting on snapchat deletes itself after 24hours unless it is saved in the chat by one of the people involved in the
messaging. Snapchat picture messaging disappears from the screen after the receiver taps off it. It can be saved into the
chat, in which both recipients will be able to see it. Users can delete their messages after they have been sent. If you
screenshot another persons snapchat, that person will get a notification that you have done so.

Snapchat Stories:

These are public stories where all your friends can see what you post on there. It can be often used to advertise drugs and
weapons through pictures and videos. You can message someone through the photo they might post, showing an interest.

Snapchat Location Sharing:

When you join snapchat, if you choose to let the app use your location settings then you will automatically be able to be
seen on the maps by everyone you are friends with. Your location cannot be seen by people you are not friends with.
Snapmaps has Ghost Mode (location is off), Only These Friends (pick which people you would like to see your location) or
Everyone (all your friends can see your location). For snapmaps to work, the user must be connected to Wi-Fi or have their
mobile data on. If just sharing their current location, it will only update when the person is on the app. When they exit the
app, it will update and say that the person was active 10 minutes ago for example.

cj‘ TikTok:

TikTok is a video sharing platform where users can communicate by sending each other videos and texting in response to
the videos. TikTok is an app with many user guidelines, and if videos are inappropriate they are immediately taken down.
Many users often complain about TikTok taking down their videos even when they haven't been inappropriate. However lots
of users have learnt to post inappropriate content by working around the guidelines. For example they might pronounce a
crude word in a different way or use slang.

The TikTok algorithm focuses on videos that you interact with—share, like and comment on—and use this to determine
what videos will show up on your For You Page. For example the more makeup videos someone might like, the more videos
similar to those will be put on their for you page.

For more helpful information scan these QR Codes.

This first code will take you to a booklet about Sexual Abuse and
the second will take you to a booklet on online exploitation.






Twitter: Q Messenger:

Facebook messenger is the communication app that connects to
your Facebook profile. It allows you to message other users. You
can receive messages from people that you aren't friends with.
These would go into message requests. It is used for texting,
sharing photos, videos and links. On top of this it is often used for
having group chats for communication. Messenger shows when a
user was last active on the app. So it is possible to see if someone

Twitter is a platform with little user guidance . Disturbing and m|ght have ignored a message if you can see that they have been
inappropriate links/images/videos are often circulated. These active.

circulated tweets can easily be searched and found in the app.

Twitter is a communication platform, where messages, videos,
links and photos can be posted and shared. A tweet is a short
message . Any user can write a tweet on their platform. This tweet
can then be seen and ‘re-tweeted’ by anyone. Twitter is a huge
platform used by many to spread information quickly which is
evident through fans ‘cancelling’ celebrities for example.

Twitter is an easily accessible app, where over exposure of
disturbing/inappropriate content are just as easy to access as it is
to make an account. This type of content would only be available if

the user was to search for it or see it through someone sharing it. Instagram is a platform used for sharing your own photos/videos
Twitter will use an algorithm the same as TikTok to personalise a with your followers. Photos shared on your Instagram story delete
users twitter feed. For example if they follow a certain celebrity after 24 hours. Instagram is also used for messaging. You can

and fan accounts associated with that celebrity, they are more message people that you follow/don't follow and receive messages
likely to see tweets about that person. from those who don't follow you. These messages will go into your

requested messages and you have the choice whether to reply or
not. Within messages, you can share photos and video you see on
BeReal. BeReal- you Instagram feed, or send your own photos and videos.

BeReal is an app that allows users to share a snippet of their day with friends. Users get one notification a day from the app stating they
have 2 minutes to post what they are doing there and then. The app will take a picture using the front camera and then switches to take a
photo of the back camera. If your account is private, only people you are friends with can see what you post. If your account is public,
anyone can see your daily post. If a user is to miss the notification, they can post a late BeReal. BeReal allows for location sharing if it is
turned on in the settings of the app. If it is turned on, then users can see where you took your photo and can click on it to see your location
of the photo on a map.

Online Gaming:

Gaming is one of the most popular forms of entertainment among young people. The use of Xbox's, Play Stations and PC's (personal
computer) make it easy for children to come into contact with people they don’t know. Gaming can be used as a portal to groom and
exploit and anyone can take on any identity over the internet. Money and gifts can be sent to a receiver or taken away through hackers.

Perpetrators can use a child's online gaming account to hold or clean money from criminal activities. This is also known as ‘squaring’. As well
as this, the communication of players in online gaming can manipulate children to share sensitive information and/or images.

Discord:

Discord is a communication platform that is often used with online gaming. Discord is an app where users can video chat, voice chat,
message and share videos/links on. The app is widely used to create group chats that might be used for children to communicate through
when they are playing on a game together.

The group chats can be private (invite only) or public so that others users can join them. In the groups users can have multiple text and voice
channels. For example 8 people might be in a group chat. 3 of those people may be in text channel 1, 2 may be in voice channel 4 and 3 may
be in voice channel 2.. Any picture video and link can be shared by any user within a group chat. Within the group chats, children could be
asked to share information and/or images if they are communicating with people they don't know.

Indicators of Online Exploitation Sexual or Criminal:

Definitions: 1. A young person may talk about new older friends they have met online and are

. R . communicating with.
Online grooming— This is the process of a per-

petrator developing a relationship with a child 2. Ayoung person may disclose that they have received gifts or money from someone online.
in order to abuse and exploit both on and of-

i 3. 0On the other hand a young person may become withdrawn and/ or secretive about their
ine.

online activity.
Online exploitation—an individual or group
using online platforms to take advantage of,
coerce, manipulate or deceive a person under
the age of 18. 5. A young person may be worried about being away from their phone and need to be on or
around it all the time.

4. A young person may have a new phone or more than one phone and on these may be
receiving many calls and texts.

Sexting—sending and/or receiving messages
that are about sex (pictures or messages) 6. Sexual behaviour that isn't age appropriate and may be harmful.

7. Spending more time away from home or going missing.
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Online Safeguarding:
The Dark Web - What
IS 1t?
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The world web is the public facing side to the internet which is used commonly. This
includes public facing websites and resources. Only 4% of internet information is
hosted through the world web.

The deep web is hidden from initial public view, and has limited access via search
engines. For example, mailing lists held by a company would be part of the deep
web. 90% of information is held in the deep web.

The dark web refers to an area of the internet that can only be accessed through particular
software. This means networks are encrypted repeatedly, making a user anonymous. 6%?*
of internet information is on the dark web. Accessing the dark web is not illegal, but due to
its anonymity it is used for criminal purposes.

The Dark Web can be accessed through particular software and programmes. The most
common of these is called TOR (The Onion Router). The software anonymises the user
through directing all requests to a centralised source, and randomly redirecting it. It is
known as “The Onion Router” as it promises layers of encryption, meaning a user could not
be traced.

Accessing software such as TOR is not illegal and not all content on the dark web is illegal.
For example the anonymity of the dark web can be used for whistleblowing. However, due
to the level of privacy it provides, many illegal activities and transactions take place within
the dark web.

© The Children’s Society 2020 2



https://www.internetmatters.org/hub/guidance/what-is-the-dark-web-advice-for-parents/
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B Anonymity: Young people may want to remain anonymous in their online
interactions. This might be because they don't trust the surveillance of the internet.

B To reach “Hidden Services”: A hidden service is one where not only the user, but
also the website itself, has their anonymity protected by TOR.

B lllegal activity: Young people may access the dark web for illegal purposes. Child
Criminal Exploitation includes grooming and coercing children to use the dark web to
buy or sell drugs, weapons and stolen items. Young people could also be seeking
information around extremist views which is less available on the open web.

m The anonymity aspect: This could present safeguarding concerns. There are a
wide range of “forums” within the dark web that a young person could be accessing
anonymously. These include suicide “advice” pages, pages that promote self-harm,
pro-bulimia, and pro-anorexia forums. In addition, the level of anonymity that the
dark web offers means that perpetrators of child abuse have their identity hidden.
This means that policing and investigating these spaces is inherently problematic.

m The “hidden services” aspect: The access to hidden services poses a risk to
young people as it exposes them to a wide variety of items and content that would
not be permissible on the open web. This can include illegal drugs, weapons, explicit
imagery or indecent images of children.

m The “illegal activity” aspect: is a clear safeguarding concern. Being able to
access and buy illicit materials puts a young person’s safety and physical health at
risk. It also connects young people to criminals who may seek to exploit them. For
young people who may be seeking information around extremist views, it also
connects them with individuals who may seek to exploit them.

© The Children’s Society 2020 3
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Understanding a young person’s internet use is an integral part of safeguarding and
supporting them. Many young people view their digital self as an extension of their
identity and sense of self. Therefore, it’s crucial that we are supporting young people
digitally.

To access the dark web requires knowledge and know how. To access hidden
services and to establish anonymity requires a level of skill, and is likely to not be by
chance. Therefore, understanding the motivations as to why a young person is
accessing these encrypted parts of the web can tell us a lot and must be taken in
context.

Knowledge gaps between professionals and the young people they support may be
apparent when it comes to online activity, so building up awareness over such
iIssues could facilitate smoother conversations. Remember, that young people may
not necessarily be using the dark web for illicit reasons and that equivalent risks
exist on the open web.?

B Dialogue: Open a dialogue about how young people use and view the internet and avoid
expressing judgment about their decisions even if they include use of the dark web.
Consider discussing what aspects they enjoy about being connected, what kind of websites
they like, ask how they stay safe online and explore what they would do if they saw
something that made them uncomfortable.

B Privacy: It may be that young people are using TOR as they are concerned about their
online privacy. In this case there are alternatives you can explore such as using a Virtual
Private Network (VPN?) for additional online security. It would also be valuable to discuss
how and why some people use privacy to inflict harm.

B Support: What is most important is that young people have a trusted adult to talk to and
know where to go if the come across something that worries them or makes them feel
uncomfortable in the dark or open web and in their use of social media. Make sure they
know they can come to you no matter how or where they have accessed concerning content.

© The Children’s Society 2020 4
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We have a duty and commitment to safeguarding and promote the welfare of children,
young people and adults at risk who use our services, or who we come into contact with;
their wellbeing is paramount to the work of The Children’s Society. No one agency alone,
can safeguard, protect - or identify, target and disrupt the offenders who seek to exploit
those with whom we work. For this reason, and in line with the Safeguarding Children,
Young People and Adults at Risk Policy and Procedure (December 2019), if you think they
may be at immediate risk of harm or abuse, or an offence is being committed, call 999.
Please refer to The Children’s Society Safeguarding Policy and Procedures for more
detailed guidance including information regarding intelligence sharing.

There are resources for professionals, young people and parents/carers available
through the following links:

© The Children’s Society 2020
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https://www.ceop.police.uk/safety-centre/

https://www.ceop.police.uk/safety-centre/

https://nationalcrimeagency.gov.uk/what-we-do/crime-threats/child-sexual-abuse-and-exploitation?highlight=WyJkYXJrIiwiJ2RhcmsiLCJ3ZWIiLCJ3ZWInIiwiZGFyayB3ZWIiXQ==
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UNEXPLAINED DEPOSITS OR WITHDRAWLS FROM PAYEMENT APP OR BANK ACCOUNTS 						☐

NEW BANK / PAYEMENT ACCOUNT OR APP, OR OTHER NAMES 
ADDED TO IT 							☐

UNEXPLAINED OR UNUSUAL ACTIVITY ON A CHILD OR PARENT/CARER’S ACCOUNT					☐

PRESENCE OR PRESSURE FROM ANOTHER PERSON WHEN A 
CHILD IS MAKING WITHDRAWLS 					☐

PURCHASING OR RECEIPT OF ITEMS WHICH SEEM OUT OF 
CHARACTER 							☐

GOING MISSING DURING SCHOOL HOURS / SKIPPING SCHOOL 	☐

SUDDEN CHANGE IN ACADMEIC PERFORMANCE	(LOSS OF INTEREST, DISTRESS, POOR CONCENTRATION)				☐

MENTIONS HELPING SOMEONE ELSE BY GIVING THEM MONEY 	☐

MENTION OF NEW FRIENDSHIPS OR RELATIONSHIPS 		☐

 MENTIONS OWING MONEY OR HAVING UNEXPLAINED DEBT 	☐

LOTS OF TIME SPENT ON SOCIAL MEDIA OR GAMING		☐

LOTS OF UNEXPLAINED TEXTS / PHONE CALLS / MESSAGES 	☐

PERIODS WHERE THEY HAVE MORE MONEY THAN EXPECTED	☐

SECRETIVE BEHAVIOUR OR PROVIDES LIMITED INFORMATION	☐

CHANGES IN APPEARANCE / PRESENTATION (CLOTHES, HYGIENE) ☐

BECOMING WITHDRAWN OR ISOLATED FROM FAMILY / FRIENDS	☐

POOR MENTAL HEALTH OR SIGNS OF SELF-HARM 		☐

CHANGES IN MOOD OR BEHAVIOUR (EG. STRESSED, ANXIOUS) 	☐

OFFENDING BEHAVIOUR / INVOLVEMENT IN CRIME 		☐

RECEIVING UNSOLICITED EXPLICIT CONTENT			☐

SUDDENLY DELETING OR AVOIDING SOCIAL MEDIA ACCOUNTS 	☐

CHANGES IN SLEEP PATTERN, SPENDING ALL NIGHT ON SOCIAL 
MEDIA OR THEIR PHONE						☐

ARE THEY SEXUALLY ACTIVE					☐

REQUESTS FOR PERSONAL INFORMATION FROM PEOPLE ONLINE ☐

Redcar and Cleveland SAFE 

Financial Exploitation and Sextortion 
Pre-assessment Checklist

If you are concerned that a child may be being exploited, try matching their current concerns against the potential indicators listed opposite. 



It is important to remember that these behavioural changes could indicate various issues, not just financial exploitation or sextortion.


After reviewing the concerns for the child, if you feel they are at risk of being exploited, please complete a Teeswide Child Exploitation VEMT Screening Tool to refer the child to the multi-agency SAFE Practitioners Group (SPG) in Redcar and Cleveland.

Professionals should also consider completing this form again with a parent or carer. 



Financial exploitation is when a young person is deceived or coerced into handing over monetary funds, bank account details or other assets to a perpetrator. This can happen both online and in person. 



Children are often groomed by the perpetrator. They can become involved in criminal activity, such as money laundering through their bank accounts. This can have long term effects on a child’s ability to open financial accounts and their credit rating, greatly impacting their adult lives.     

  

Sexually coerced extortion (also referred to as “sextortion”) can refer to a variety of offences committed online. It is most often used to describe online blackmail, where criminals threaten to release sexual/indecent images, unless the victim pays money or does something else to benefit the perpetrator.
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GOING MISSING 							☐

STAYING OUT LATE AT NIGHT OR OVERNIGHT 			☐

LEAVING THE HOME IN THE EARLY HOURS				☐

TRAVELLING OR BEING FOUND OUTSIDE OF THE LOCAL AREA		☐

UNEXPLAINED USE OF TAXIS, MOTORBIKES OR OTHER MEANS		☐

GOING MISSING DURING SCHOOL HOURS / SKIPPING SCHOOL		☐

GETTING EXCLUDED FROM SCHOOL / ON REDUCED TIMETABLE	☐

FRIENDSHIP OR RELATIONSHIPS WITH OLDER ADULTS 		☐

FRIENDSHIP OR RELATIONSHIPS WITH RISKY PEERS 			☐

GOING TO PLACES IN THE COMMUNITY YOU WOULD WORRY ABOUT	☐

LOTS OF TIME SPENT ON SOCIAL MEDIA TALKING TO ‘FRIENDS’ 	☐

LOTS OF UNEXPLAINED TEXTS / PHONE CALLS			☐

UNEXPLAINED INJURIES AND MAY HAVE BEEN PHYSICALLY ASSAULTED	☐

SECRETIVE BEHAVIOUR OR PROVIDES LIMITED INFORMATION		☐

UNWILLING TO TELL THE TRUTH ABOUT THEIR BEHAVIOUR 		☐

BECOMING WITHDRAWN OR ISOLATED FROM FAMILY / FRIENDS	☐

POOR MENTAL HEALTH OR SIGNS OF SELF-HARM  			☐

SIGNIFICANT CHANGES IN MOOD OR BEHAVIOUR 			☐

ANTI-SOCIAL OR OFFENDING BEHAVIOUR / INVOLVEMENT IN CRIME	☐

KNOW OR THINK THEY ARE CARRYING A WEAPON			☐

SUSPECTED DRUG AND/OR ALCOHOL MISUSE, OR SMOKING 		☐

UNEXPLAINED GIFTS, NEW POSSESSIONS, OR MONEY		☐

CHANGES IN APPEARANCE / PRESENTATION (CLOTHES, HYGIENE, ETC)	☐

ARE THEY SEXUALLY ACTIVE					☐

THEY HAVE HAD ONE OR MORE STI

Remember that both boys and girls are at risk of being sexually and / or       criminally exploited.

If you are concerned that a child may be being exploited, try matching the current concerns against the potential indicators listed opposite. 

After reviewing the concerns for the child, if you feel they are at risk of being exploited, please complete a Teeswide Child Exploitation VEMT Screening Tool to refer the child to the             multi-agency VEMT Practitioners Group (VPG) in Redcar and Cleveland. 

Child exploitation comes in many forms and with different names, but the patterns remain the same.

 

Similar methods of grooming, coercion and threats are used by adults for both criminally exploited (CCE) and sexually exploited (CSE) children. Victims will often display the same or similar characteristics and indicators. 

 

This also applies to children who go missing from home. Running away can be symptomatic of wider problems in a child’s life, but whatever the reason, one thing is clear: children who decide to run away are unhappy, vulnerable and in danger. 

 

Repeatedly running away should be viewed with as much concern as children who run away for the first time. 
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Tees wide Child Exploitation 

VEMT PRACTITIONER SCREENING TOOL / REFERRAL FORM 

Using the form: 

Where a professional has concerns about the possibility that a child or young person is being groomed for, or is subject to, Child Sexual Exploitation, Criminal Exploitation, modern slavery or being trafficked, they should complete and submit a safer referral form. 

This form should be used by a social worker or lead practitioner, together with other key professionals involved in the case for the purposes of establishing whether the case should be referred to the respective VEMT practitioner Group (VPG).  

NOTE: Although there are some occasions where consent is not strictly necessary, it is good practice to inform the child and parent and to obtain consent to share information. Due to the introduction of the General Data Protection Regulations, this consent should be obtained on the consent form as agreed in the relevant Local Authority.  

The form serves as the initial referral to the VEMT Practitioner Group and does not replace a safer referral. It should be completed in full and used for: 

		a) ALL new cases, 

		b) ALL cases where closure to VPG is being requested and 

		c) Where requested by the VPG  

Professionals need to be mindful that the indicators could be part of teenage behaviour and should exercise their own judgement when completing the form and capture concerns where they have some evidence AND concerns based on ‘their gut feeling’. Differentiation between the two must be explained in the notes sections.

Definitions:

Vulnerable: 

Whilst it is acknowledged that there are many forms of vulnerabilities, the term vulnerable used by the VEMT Practitioner Group(s), refers to young people who are ‘Vulnerable to Child Sexual Exploitation, Child Criminal Exploitation, modern slavery and/or being Trafficked.’  

Exploited: 

The latest advice from Government (February 2017), defines child sexual exploitation as: 

“a form of child sexual abuse. It occurs where an individual or group takes advantage of an imbalance of power to coerce, manipulate or deceive a child or young person under the age of 18 into sexual activity (a) in exchange for something the victim needs or wants, and/or (b) for the financial advantage or increased status of the perpetrator or facilitator. 

The victim may have been sexually exploited even if the sexual activity appears consensual. Child sexual exploitation does not always involve physical contact; it can also occur through the use of technology.” (CSE - Definition and guide for practitioners”. Available at www.gov.uk)

While there is still no legal definition of ‘Child Criminal Exploitation’ or CCE, the term CCE used by the VEMT Practitioner Group(s), refers to:

“the act of using a minor child for labour, profit or financial advantage. It may involve gangs and / or organised criminal networks used to store, move, export or deal illegal drugs and / or money and they will often use coercion, intimidation, violence and weapons.”

Missing:

Children and Young People who are reported to the police as missing from home, or missing from care. Repeat MFH or MFC can be an indicator of a young person’s vulnerability to CSE/being trafficked.   

Trafficked: 

Trafficking relates to the movement of young people for the purposes of modern slavery, sexual or criminal exploitation which is classed as a form of ‘human trafficking’ under the Modern Slavery Act 2015. Although human trafficking is international, trafficking for CSE is often within the UK. 

Modern Slavery

Modern Slavery is the term used within the UK and is defined within the Modern Slavery Act 2015.  The Act categorises offences of Slavery, Servitude and Forced or Compulsory Labour and Human Trafficking. These crimes include holding a person in a position of slavery, servitude forced or compulsory labour, or facilitating their travel with the intention of exploiting them soon after.

Please note: A National Referral Mechanism (NRM) referral must be made for any CSE or CCE victim where there are reasonable grounds to believe that they may be a victim of modern slavery (including slavery or human trafficking). NRM referrals can be made by a number of designated first responder organisations. A first responder can make a referral where it is ‘suspected but cannot be proven’ the identified child is a victim of slavery or human trafficking. (Please refer to the NRM legislation).

IMPORTANT: Where a child is aged 13 years old or younger the presence of any one high risk factor must be seen as a potential indicator and the child referred to Children’s Social Care.

INTELLIGENCE: It is essential that all intelligence re CSE is submitted to the Police on a ‘‘Partnership Information Sharing Report Form. (Download from: www.teescpp.org.uk)

Should the screening element of this form support the view that the young person is being, or is vulnerable to, CSE or being trafficked, completed forms should be forwarded to the Local Authority where the child resides or if LAC, the home authority. 



Referral: If the child does not have a worker this form should be used to assist evidence gathering in making a SAFER referral and can be submitted alongside a SAFER referral form to:



Middlesbrough: 		MiddlesbroughMACH@middlesbrough.gov.uk

Redcar-Cleveland:	RedcarMACH@redcar-cleveland.gov.uk 
Stockton:   		childrenshub@hartlepool.gov.uk			

Hartlepool: 		      childrenshub@hartlepool.gov.uk



Direct referral to VPG: If the child is open to services and already has a worker, send this form to: 



Middlesbrough: 	 		vpg@middlesbrough.gov.uk 

Redcar-Cleveland:	missingchildren@redcar-cleveland.gov.uk 
Stockton: 	VEMT@stockton.gov.uk

Hartlepool: 	VEMT@hartlepool.gov.uk









 		

























PART 1:  CHILD DETAILS

		Date this form was completed:

		Click and use pull down to add date.		Version: (that is: v01, v02, v03 etc.)

		Choose a version.

		Child / Young Person’s Details.



		First name(s)

		

		Surname

		



		Alias / Known as:

		

		Age 

DoB

		Choose Age

Click here to enter a date of birth.



		Gender:



		Male	☐
Female 	☐

		Legal Status:

		Open to Early Help  	☐

CIN 			☐
CP 			☐
LAC 			☐
Leaving Care 		☐

Private Fostering        	☐No LA involvement 	☐



		Ethnicity: 

Language Spoken:

		

		

		



		

SEN status

		Special Educational Needs support 	☐    

Education Health Care Plan        	                  ☐

Primary Need :- 

Communication and Interaction, Cognition and Learning, 

Social Emotional Mental Health, Sensory and Physical	

		

		



		Home Local Authority

		

		Local Authority Currently Living in (Host LA):

		



		Address

		



		School / College (current) / Year Grp

		

		% Attendance (if known)

		



		GP

		

		Is young person subject to Education, Health Care Plan

		Choose Yes or No

		From completed by:



		Name:

		

		Date:

		



		Role:

		

		Agency:

		



		Contact Number:

		

		e-mail:

		



		CONSENT:

		Choose an item.

		Agencies involved 

Agencies consulted:

		 



		Scoring updated:

Yes or No

An updated score is mandatory.

		Choose an item.		Date Scoring Updated

		Click here to enter a date.

		MANAGEMENT OVERSIGHT: (If completed by Children’s Social Care this section must be completed by the manager of person completing the form) 



		I confirm that I have read this form and agree that the case should be referred to/reviewed by VPG.



		Name:

		

		Date

		



		Contact Number:

		

		e-mail:

		



		Position:

		

		Signed:

		









PART 2 – SUPPORTING EVIDENCE 

(Please note: the risk levels indicated in the tables below demonstrate both the level of risk each indicator represents (High, Medium, Low) as well as the category of risk that each indicator could be signifying (Vulnerable, Sexually Exploited (CSE), Criminally Exploited (CCE), Missing or Trafficked). Practitioners are not expected to choose which category each indicator is signifying; this will be decided during the VEMT Practitioner Meeting. The categories are identified simply to make clear that some indicators can point to more than one aspect. Practitioners are also advised that the indicators may point to other categories not listed and that many may interlink.)

GOOD FORM FILLING: Where a risk is present please build the updates for each risk at each VPG by VPG – See exemplar in red

		Indicator

		Risk 	Level



DO NOT Change

		Observed

or Evidenced



		Believed to be taking place

		Evidence / Comments / Details / Context (BRIEF)







		

		

		CLICK TO SELECT IF RELEVANT  
LEAVE BLANK IF NOT

		



		Exemplar: Physical injuries such as bruising suggestive of either physical or sexual assault.

		HIGH

		Y		☐		01/03/2020 VPG:

[Name] attended A&E on [date] with bruising around genitals – refused to say who caused these

01/04/2020 VPG:

No further update:

01/05/2020 VPG Update: 

[Name] has provided name of assailant who caused injuries (see additional information box)







HEALTH DOMAIN

		Indicator

		Risk 	Level



DO NOT Change

		Observed

or Evidenced



		Believed to be taking place

		Evidence / Comments / Details / Context (BRIEF)







		

		

		CLICK TO SELECT IF RELEVANT  
LEAVE BLANK IF NOT

		



		Physical injuries such as bruising suggestive of either physical or sexual assault.

		HIGH

CSE / CCE



		☐		☐		



		A sexually transmitted infection (STI), that is recurring or there are multiple STI’s

		HIGH

CSE



		☐		☐		





		Repeat/unplanned pregnancy or pregnancies (including ending in termination/miscarriage(s)

		

		☐		☐		



		Sexually risky behaviour

		MEDIUM

CSE



		☐		☐		



		Eating Disorders

		

		☐		☐		



		Self-harming

		MEDIUM

CSE / CCE



		☐		☐		



		Thoughts of or attempted suicide

		

		☐		☐		



		Evidence of misuse of drugs/alcohol, including associated health problems

		

		☐		☐		



		Change in appearance including losing weight, putting on weight

		

		☐		☐		



		Learning Disability

		MEDIUM

Vulnerable



		☐		☐		





..................

BEHAVIOUR DOMAIN

		Indicator

		Risk 	Level



DO NOT Change

		Observed

or Evidenced



		Believed to be taking place

		Evidence / Comments / Details / Context (BRIEF)



		

		

		CLICK TO SELECT IF RELEVANT  
LEAVE BLANK IF NOT

		



		Sexually offending behaviour

		HIGH

CSE



		☐		☐		



		Obsession with postcodes, knowledge of areas with no legitimate links, use of false identities / dates of birth / addresses.

		HIGH

CCE



		☐		☐		



		Truancy/disengagement with education (possibly leading to exclusion / attendance at a PRU or alternative education provision), or considerable change in performance at school.

		MEDIUM

CSE/CCE



		☐		☐		



		Isolation from peers and / or withdrawal & detachment from family.

		

		☐		☐		



		Volatile behaviour exhibiting extreme array of mood swings or abusive language which is unusual for the child.

		MEDIUM

CSE/CCE



		☐		☐		



		Physical aggression or violence towards parents, siblings, pets, teachers or peers.

		

		☐		☐		



		Becoming angry, hostile if any suspicions or concerns about their activities are expressed or plans are disrupted. 

		

		☐		☐		



		Detachment from age-appropriate activities.

		MEDIUM

CSE/CCE



		☐		☐		



		Secretive behaviour.

		

		☐		☐		



		Change in social group; particularly change in age (older associates) or size of group (gangs).

		MEDIUM

CCE



		☐		☐		



		Viewing family as enemy and associates as family.

		

		☐		☐		



		Wearing two layers of clothing from home (one to shed to avoid police detection)

		

		☐		☐		



		Young offender or anti-social behaviour.

		MEDIUM

CCE



		☐		☐		



		Change in behaviour – from lack of eye contact to bravado, arrogant, squaring up, rudeness or aggression.

		

		☐		☐		



		Change in language / vocabulary – use of coarse and offensive language and/or terminology / unusual nicknames.

		

		☐		☐		



		Change in appearance – smart to ‘street’ or wearing expensive/ designer labels (no explanation).

		

		☐		☐		



		Sexualised language.

		MEDIUM

CSE



		☐		☐		



		Known to be sexually active.

		

		☐		☐		



		Low self-image, low self-esteem. 

		

		☐		☐		



		Hostility in relationship with parents/carers and other family members.

		

		☐		☐		



		Getting involved in petty crime such as shoplifting or stealing.

		LOW

CSE/CCE



		☐		☐		







GROOMING DOMAIN

		Indicator

		Risk 	Level



DO NOT Change

		Observed

or Evidenced



		Believed to be taking place

		Evidence / Comments / Details / Context (BRIEF)



		

		

		CLICK TO SELECT IF RELEVANT  
LEAVE BLANK IF NOT

		



		Entering or leaving vehicles driven by unknown adults and / or in unexplained areas.

		HIGH

CSE/CCE

/Trafficking



		☐		☐		



		Excessive use of mobile phones including receiving calls/texts late at night.

		HIGH

CSE/CCE



		☐		☐		



		Phone call, texts or letters from unknown adults / mobile phone being answered by unknown adult.

		

		☐		☐		



		Unexplained relationships with older adults.

		HIGH

CSE/CCE



		☐		☐		



		Reports that the child/young person has been seen in places known to be used for sexual / criminal exploitation.

		

		☐		☐		



		Associating with other young people who are known to be sexually / criminally exploited, including in school.

		

		☐		☐		



		Inappropriate use of the Internet and forming relationships, particularly with adults, via the Internet. Note adults may pose as peers to entrap the child.

		

		☐		☐		



		Accounts of social activities with no plausible explanation of the source of necessary funding.

		

		☐		☐		



		Having keys to premises other than those they should have.

		

		☐		☐		



		Appears to be ‘controlled’ or influenced by others (behaviour, movement, communication).

		

		☐		☐		



		Acquisition of expensive or sexual clothes, mobile phone or other possession without plausible explanation.

		

		☐		☐		



		Having new mobile phone, several mobile phones, especially Blackberry or I Phone – (because messages cannot be traced). Always have credit on their mobile phones, despite having no access to money or having no credit so phone can only be used for incoming calls.

		

		☐		☐		



		Returning after having been missing, looking well cared for in spite of having no known home base OR looking dirty, dishevelled, tired, hungry, and thirsty.

		

		☐		☐		



		Possession of money with no plausible explanation.

		

		☐		☐		



		Adult loitering outside the child/young person’s usual place of residence or school.



		

		☐		☐		



		Persistently missing, staying out overnight or returning late with no plausible explanation.

		HIGH 

CSE /CCE 

/MISSING

		☐		☐		



		Presence of unexplained items such as scrunched up cling film / foil, debit cards (unknown identities), lighters, train tickets, more than one mobile phone / chargers, weapons/knives, drugs.

		HIGH

CCE



		☐		☐		



		Sexual relationship with a significantly older person.

		HIGH

CSE



		☐		☐		



		Recruiting others into sexual exploitation.

		

		☐		☐		



		Frequenting public toilets to meet adults or adult venues (pubs and clubs).

		

		☐		☐		



		Leaving home/care setting in clothing unusual for the individual child (inappropriate for age, borrowing clothing from older young people).

		

		☐		☐		



		Wearing an unusual amount of clothing (due to hiding more sexualised clothing underneath or hiding their body).

		

		☐		☐		



		Possession of excessive numbers of condoms.

		MEDIUM

CSE



		☐		☐		



		New contacts with people outside of town.

		MEDIUM CSE / CCE



		☐		☐		







E-SAFETY / DIGITAL SAFETY DOMAIN

		Indicator

		Risk 	Level



DO NOT Change

		Observed

or Evidenced



		Believed to be taking place

		Evidence / Comments / Details / Context (BRIEF)



		

		

		CLICK TO SELECT IF RELEVANT  
LEAVE BLANK IF NOT

		



		Evidence of sexual bullying and/or vulnerability through the internet or social networking sites.

		HIGH

CSE



		☐		☐		



		Concern that inappropriate images of the young person are being circulated via the internet/phones.

		HIGH 

CSE



		☐		☐		



		Exchanging inappropriate images for cash, credits or other items.

		

		☐		☐		



		Receiving gifts through the post from someone the young person does not know.

		

		☐		☐		



		Concern that a young person is being coerced to provide sexually explicit images.

		

		☐		☐		



		Concerned that a young person is being bribed by someone for their inappropriate online activity.

		

		☐		☐		



		Concern that a young person is selling sexual services via the Internet.

		

		☐		☐		



		Accessing dating agencies via mobile phones.

		MEDIUM CSE



		☐		☐		



		Concerns that young person’s online friendship has developed into an offline relationship.

		

		☐		☐		



		Sharing of inappropriate images amongst friends.

		

		☐		☐		



		Concern that a young person is having an online relationship.

		

		☐		☐		



		Increased time on web cam, especially in bedroom.

		

		☐		☐		



		Unexplained increased mobile phone/gaming credits.

		MEDIUM

CSE / CCE



		☐		☐		



		Going online during the night.

		

		☐		☐		



		Being secretive using mobile phone for accessing websites etc., more than computers.

		

		☐		☐		



		Unwilling to share/show online or phone contacts.

		

		☐		☐		



		New contacts with people outside of town.

		

		☐		☐		



		Spending increasing amount of time with online friends and less time with friends from school or neighbourhood.

		LOW

CSE



		☐		☐		



		Spending increasing amount of time on social networking sites including Facebook or on shared gaming sites.

		LOW 

CSE



		☐		☐		









LOOKED AFTER DOMAIN

		Indicator

		Risk 	Level



DO NOT Change

		Observed

or Evidenced



		Believed to be taking place

		Evidence / Comments / Details / Context (BRIEF)



		

		

		CLICK TO SELECT IF RELEVANT  
LEAVE BLANK IF NOT

		



		Living in residential care.

		HIGH

Vulnerable



		☐		☐		



		Frequently missing from placement.

		

		☐		☐		



		Multiple placement breakdowns.

		MEDIUM

Vulnerable



		☐		☐		







FAMILY / HOME DOMAIN

		Indicator

		Risk 	Level



DO NOT Change

		Observed

or Evidenced



		Believed to be taking place

		Evidence / Comments / Details / Context (BRIEF)



		

		

		CLICK TO SELECT IF RELEVANT  
LEAVE BLANK IF NOT

		



		A family member or known associate working in the adult sex trade/drugs trade.

		HIGH

CSE/CCE



		☐		☐		



		Unsure about their sexual orientation, or unable to disclose sexual orientation to their family.

		HIGH

Vulnerable



		☐		☐		



		History of physical, sexual and/or emotional abuse; neglect.

		MEDIUM

Vulnerable



		☐		☐		



		Witness to domestic abuse at home.

		

		☐		☐		



		Parental difficulties; drug and alcohol misuse, mental health problems, physical or learning difficulty. Being a young carer.

		

		☐		☐		



		Pattern of street homelessness or sofa surfing.

		

		☐		☐		



		Living in a Hostel, B&B or Foyer accommodation.

		

		☐		☐		



		Conflict at home around boundaries, including staying out late.

		

		☐		☐		



		Recent bereavement or loss.

		

		☐		☐		



		Lacking friends their own age.

		

		☐		☐		







TOTAL NUMBER OF HIGH, MEDIUM, LOW CONCERNS

		LEVEL OF CONCERN

		NUMBER OBSERVED OR EVIDENCED

		NUMBER BELIEVED TO BE PRESENT



		[image: ]

		Click here to enter NUMBER.		Click here to enter NUMBER.

		Medium

		Click here to enter NUMBER.		Click here to enter NUMBER.

		Low

		Click here to enter NUMBER.		Click here to enter NUMBER.





		PROFESSIONALS SUMMARY OF CURRENT RISK



		Professionals believe the existence of the above risks indicate that:

A. This Young Person is Vulnerable to:  

		☐ Child Sexual Exploitation (CSE)

		☐ Child Criminal Exploitation (CCE)

		☐  Being Trafficked 

B. This Young Person HAS ALREADY BEEN: 

		☐ Sexually Exploited 

		☐ Criminally Exploited 

		☐ Trafficked: 



C. The known or alleged / suspected perpetrator(s) is:  Click here to enter Names and known details e.g. DoB, Address, Nickname etc.



D. The following locations where the young person and other young people are at risk, require disruption activity and/or Contextual Safeguarding: Click here to enter details of any premises or locations that require disruption activity or contextual safeguarding.



What has been the impact of current risk factors? What could potential future impact be?



What has been the impact of the VEMT Process So Far?



What additional assistance or advice do you want from VPG partners? 









		EXISITING PLAN TO REDUCE RISK



		What is already in place? What is already being done and by whom?















VOICE OF THE CHILD / PARENT / CARER

		Child Informed: Yes ☐  /    No ☐    Date: Click here to enter a date. 



Comments / views of the Child:









		Parent Informed Yes ☐  /    No ☐    Date: Click here to enter a date.



Comments / views of the Parent Carer:













ADDITIONAL COMMENTS
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Partnership Information Sharing Form updated Feb 8 2021.docx
OFFICIAL SENSITIVE WHEN COMPLETE

G 02-22

PARTNERSHIP INFORMATION SHARING REPORT



		This form should be used by partner agencies to share information with the police which has been gathered during the course of their work and may be of interest to law enforcement. It can be used to share information regarding potential criminal offences, conduct or behaviour, including, but not limited to; exploitation (sexual, criminal, labour etc.), serious and organised crime (including terrorism, drug supply, use of firearms etc.) and community tensions and issues.  The information will be recorded on the Police Intelligence System and used to support activity by the police and, where appropriate, partner agencies. 



It is important to note that these forms are not reviewed by police straight away and therefore this form MUST NOT be used to report crimes or information where there are any immediate safeguarding issues. In this case just dial 101 or 999 as appropriate and report the information directly to police so it can be reviewed at the point of contact. Similarly the form MUST NOT be used to share concerns regarding individual children/young people. This information should be shared by using the Safer Referral Form available on www.teescpp.org.uk. (or dial 101/999 if this is more appropriate).



		Date/time of report:

		

[bookmark: Text27]     







DETAILS OF PERSON SUBMITTING





		Name/DOB:

		[bookmark: Text18]     



		Post/Job Title:

		[bookmark: Text19]     



		Agency:

		[bookmark: Text20]     



		Tel No. Work:

		[bookmark: Text21]     



		Mobile No (if available): 

		[bookmark: Text25]     



		Email:

		[bookmark: Text23]     



		Witnessed Incident:

		[bookmark: Check14][bookmark: Check13]|_|Yes	|_|No







SOURCE DETAILS IF NOT REPORTING PERSON



		These are details of the person who witnessed the incident or supplied the information.







		Name/DOB:

		     



		Source Address

		     



		Post/Job Title:

		[bookmark: Text24]     



		Agency:

		     



		Tel No. Work:

		     



		Mobile No (if available):

		     



		Email:

		     



		Provenance (How does the source  know of this information ?

		     



		Is the source willing to engage with Police?                              |_| Yes	        |_| No



		Would the source of this information be compromised if police acted upon the information provided?                                                                                   |_| Yes	        |_| No







TO BE COMPLETED BY THE REPORTING PERSON (see additional guidance below).



		SOURCE

EVALUATION

		1. Reliable

		2. Untested

		3. Not reliable



		

		|_|

		         |_|

		|_|



		

RELIABLE- where there are no reasonable grounds to doubt the reliability of the source; information received from the source is generally reliable. 



UNTESTED- where a source has not previously provided information to the person receiving it or has provided information that has not been substantiated. 



UNRELIABLE- where there are reasonable grounds to doubt the reliability of the source (please explain).











		INFORMATION EVALUATION

		A. Known directly

		B. Known indirectly but corroborated 

		C. Known indirectly

		D. Not known

		E. Suspected to be false



		

		|_|

		|_|

		|_|

		|_|

		|_|







KNOWN DIRECTLY- first-hand information e.g. witnessed personally by the source.



KNOWN INDIRECTLY BUT CORROBORATED- information the source has not witnessed personally but the reliability of this can be corroborated by other information.



KNOWN INDIRECTLY- information the source has been told by someone else (the source does not have first-hand knowledge as they did not witness it themselves).



NOT KNOWN- where there is no means of assessing the information (this may include information from an anonymous source).



SUSPECTED TO BE FALSE- there is a reason to believe the information provided is false (please explain).



INFORMATION



		Please provide as much detail as possible about the information using the Aide Memoire below, including the circumstances of how this was received.



		

[bookmark: Text26]     



		

Has a crime been committed?                                                                |_|Yes	|_|No



If so, has it been reported via 101/999?                                                 |_|Yes	|_|No



Are there any vulnerabilities highlighted in the intelligence?             |_|Yes	|_|No 



If YES, has a Safer Referral Form been submitted?                             |_|Yes	|_|No 

If no, why not?       



***ALL QUESTIONS ARE MANDATORY. INCOMPLETE FORMS WILL BE RETURNED ***












AIDE MEMOIRE IN RELATION TO DETAILS REQUIRED FOR INFORMATION REPORT.  THIS LIST IS NOT EXHAUSTIVE AND NOT ALL SECTIONS MAY BE APPLICABLE TO EACH INDIVIDUAL REPORT



· Dates/times of incident(s) the report makes reference to.

· Full details of the incident/information to which this submission relates to

· Full name, address and DOB of all persons involved (including nicknames).

· Addresses / locations and days / times of activity taking place.

· Details of vehicles used. (Make & Model, Colour, Vehicle registration number)

· Details of trading name/premises of interest (newsagents, take away, off licence etc.)

Think about VULNERABILITY INDICATORS and EXPLOITATION.

· How the relationship started/what is believed to be the nature of the relationship?

· Methods of communication/contact between the parties (including specific detail i.e. social network site account names and numbers, email addresses, telephone numbers)

· How the person is being exploited (include details of any incitement/reward or coercion)?

· Details of any payment or other transactions to or from a third party.



		Please e-mail completed form to: force.intelhub@Cleveland.pnn.police.uk (Secure Police E-mail Address). 

If urgent contact 999 or 101 or for advice contact the Force Intelligence Hub direct on 01642 301775.







HUB INTELLIGENCE STAFF



		On receipt of this form follow force intelligence process







OFFICIAL SENSITIVE WHEN COMPLETE
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Intelligence Toolkit.pdf
CAPTURING
AND REPORTING
INTELLIGENCE:

CHILD SEXUAL
AND/OR CRIMINAL
EXPLOITATION

GUIDANCE FOR FAMILIES,
PROFESSIONALS AND

_ THE COMMUNITY

o A o

i

VS ENPCC

National Police Chiefs’ Council





This document can be used by families, professionals and community
members to help understand what intelligence is and how it can be reported.

ABOUT CAPTURING
INTELLIGENCE

Intelligence is collected information that is used to build a picture of current
trends or patterns, in order to assist the police to prevent, investigate and
disrupt crime.

Intelligence collection is a continuous process, and any intelligence shared
will be risk assessed by the police. There may be local requirements for its
recording and use. Information disclosed might not be directly related to

the safeguarding of the child or young person disclosing it. However, this
intelligence may lead to the safeguarding of many others, so should be treated
in the same way.

At The Children’s Society, we generate intelligence through our services, such
as missing from home and care services, advocacy services, drug and alcohol
services, child sexual exploitation services, trafficking services, and refugee
and migrant services.

Intelligence can be captured in any situations where children and young
people are present.

GUIDANCE FOR
CAPTURING INTELLIGENCE

The following chart outlines some examples of intelligence that may arise
when speaking to children and young people.

Details to consider are: who, what, when, where and how?

The frequency of such occurrences must also be considered. Has the
child or young person mentioned it once, or do the same names or
details keep arising?

CAPTURING AND REPORTING INTELLIGENCE GUIDANCE FOR PROFESSIONALS





CATEGORY

EXAMPLE OF INTELLIGENCE

PEOPLE

Names/nicknames/characteristics/
descriptions/movements of
perpetrators/ boyfriends/other children
or young people/ associates/parents,
carers or family members of other young
people.

OTHER CHILDREN
AND YOUNG PEOPLE

Any information about other children
or young people who are mentioned.
Consider all information ie school/area/
school uniform/approximate age.

PLACES

Where young people are congregating,
possible hotspot locations for child
sexual exploitation, and activities
observed. Includes names of areas/
housing/playgrounds/ shops/places/
schools/clubs/takeaways/substance
misuse/times/numbers of children and
young people, and age/descriptions of
adults present.

TRAVEL

Methods, timings, times and routes of
travel, ie bus route/oyster card details/
vehicle number plates.

ONLINE

Names of apps/online sites being used
by children and young people.

SUBSTANCES

Names of drugs/alcohol being used (this
can include slang names). Any details of
where they are being purchased.

NATIONAL

Names of out of borough links.

CAPTURING AND REPORTING INTELLIGENCE // GUIDANCE FOR PROFESSIONALS






CATEGORY EXAMPLE OF INTELLIGENCE

CONTACT DETAILS Phone numbers (belonging to vulnerable
persons, victims, or perpetrators)/social
media contact names or identifiers.

BUSINESSES Names of businesses/hotels/taxi driver
companies being used or frequented.

CLOTHING Descriptions of particular types
of clothing.
GANGS Names of gangs/rival gangs/rivalries,

or crimes being committed in groups/
networks/with weapons.

ABUSE OR EXPLOITATION Any indicators of child sexual abuse or
exploitation, ie grooming/gifts.

Note: Any such indicators must also be
escalated as a safeguarding concern.

Where possible and safe to do so, let the child or young person know you are
sharing the information and ask for their consent to do so. Even where you do
not have consent to share confidential information, you may lawfully share it
if this can be justified in the public interest.

GUIDANCE FOR LOCAL REPORTING

Each policing region has its own method of reporting intelligence. Information
about an individual region’s intelligence-reporting process can be found by
contacting the local police force.

If in doubt, Crimestoppers can send intelligence on to a local police force
intelligence management team. Crimestoppers can be contacted by phone
on 0800 555 111 or via www.crimestoppers-uk.org

CAPTURING AND REPORTING INTELLIGENCE // GUIDANCE FOR PROFESSIONALS



https://crimestoppers-uk.org
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Dealing with sextortion_ What to do if you're targeted.pdf
Dealing with
sextortion
What to do if someone targets you

Sextortion is when someone threatens to share or distribute sexual
images of you unless you do what they demand. These could be images
you took, that they took without you knowing (such as during a video call)
or images they created with Al.

(]
internet
matters.org

If soneone targets you, here are 6 tips to help:

A

Speak to an adult q Report directly

you can trust to police
Yes, it might be embarrassing but Call 101 for non-emergencies or visit
it's not your fault and they will CEOP’s safety centre.

understand and help you.

Keep the evidence

Stop communication Don't delete any conversations
Stop talking to the person who is from those threatening you; these
threatening you, asking you to send are evidence of what has happened.

more images or asking for money. Take screenshots of any profile
information, usernames, email addresses

or any other messages from the offender.

Avoid sending
money Keep records

Offenders may tell you that if you don't If an image is shared, keep a record

pay, they will share the images widely. of any websites and URLs where it

But this is designed to scare victims.
Don't pay, but ask for help and support.

is. This will help the police and other
organisations remove the content. —




https://www.internetmatters.org/
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To examine how going online can influence the
way we feel, think and act

To understand what digital resilience is

To devise ways to build your own digital
resilience and support others






Starter - What IS RESILIENCE?

A RUBBER BALL? A FOAM BALL? A PING PONG BALL?










DEFINITION OF DIGITAL
RESILIENCE

Digital resilience is
the ability to

bounce back from
difficult times
online over time






Activity 1

How does going online make people feel?

Happy

Going online stirs up a variety of emotions. Use the
colour code and think of any more emotions to show @

how people might feel. Remember one incident could
cause many emotions. 5 minutes






Is online
influence a

positive or
negative thing?






Activity 2 — UNDER PRESSURE

Online influences and
pressures can be
and

Fill in the sheet with online
pressures and your advice
for that person

10 minutes





Bouncing
back with

digital
resilience!






WHEN MIGHT SOMEONE NEED
DIGITAL Resilience?

supported

relaxed -
helpless
upset






Build a support Give yourself a
network break

So...how do

you become
more digitally
resilient?

Make some
lifestyle
changes

Look after your
physical health

These 4 fantastic tips are from the charity Mind — www.mind.org.uk

We will now explore how to do this....






ACTIVITY 3: CREATE A DIGITAL
RESILIENCE TOOLBOX

—

Work together to fill up S

vour digital resilience
toolbox with as many

ideas as you can @

5 minutes






PAIRS - 5 minutes
Target = 30 ideas
No disruptions

No slacking
No distractions






Share your ideas
Add any new ones to your toolbox

—

4 Celebrate your

successes

Do something you
really enjoy






PLENARY- Digital resilience

E/ Superheroes
in

Step 1: Think of 3 person who has shown

digital resilience €.g. a celeb, someone you
know or follow or you could make it up.

10 minutes
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Digital Safeguarding Worksheet – Parent / Carer

























































		Professional Section



		



		What are you delivering (e.g. session, video):



		







		CHECK IN: Have you checked the red flags with the parent / carer?



		CHECK IN: Have you got consent from the parent / carer to cover this?




		Parent / Carer Section



		



		What work have you done?



		



		

Tell me three things you have learnt:









3:___________________________________________________________________________________________________________________________________________________________________________________________________________

2:___________________________________________________________________________________________________________________________________________________________________________________________________________

1:___________________________________________________________________________________________________________________________________________________________________________________________________________






















		How will this help you to keep your child safe online?



		

















		Are there things that you would do differently to keep your child safe online?



		

















		Is there anything you would like to know more about?



		













		

CHECK OUT: Is there anything that has upset or frightened you?



CHECK OUT: Is there anything you need to talk about, or any help you need from the worker?
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Practitioners using an exploitation resource with a child during one-to-one or group work should ensure they are familiar with the content and watch it before showing it to children. PREPARED Framework





Research findings have showed that when sessions are delivered to boys using CSE/CCE films with a female character, boys disengaged, however, when the resource had a male character, both girls and boys engaged.

Always make sure you check in and check out with the child before and after delivering a session.  

See exploitation ‘PREPARED framework’ to support you with your sessions.

Purpose
Resilience
Ensure suitability
Provide safety
Agreement
Robust introduction
Educate appropriately/Ensure appropriate use
Debrief










Purpose

Know the reason why you’re using the resource

Important questions to ask before using a CSE/CCE resource are: 

· what are you hoping to achieve by using it? 

· What is the purpose? 

· What is the outcome that you hope it will achieve or contribute towards achieving? 

Exploitation sessions will increase children’s knowledge of how abuse can affect people, what the law says, and where people who have been abused can go for support. It is important that we are giving children this knowledge. They may use the knowledge that very day, they may use it later in life, they may never use it at all, but surely it’s better to give children the knowledge and never know the difference it might make, rather than not give children the knowledge at all.  Surely the purpose of being taught these subjects is to have as much knowledge as possible to increase their awareness of inappropriate behaviour displayed by adults and their peers and keep themselves safe. 



Resilience 

Ensure the child/young person is resilient enough to deal with the more uncomfortable parts of the resource.

During one-to-one work the practitioner should ensure they have established a good therapeutic relationship with the child/young person, ensuring they have enough knowledge about the child/young person to make an informed decision about how well they can cope with the more uncomfortable parts of the resource. 

What does the practitioner know about the child’s/young person’s:

· History and background

· Home life

· Think of contextual safeguarding – their peer group, school, neighbourhood

· What support networks have they got in place? 

· What coping strategies do they utilise? 

A discussion should also take place between practitioner and child/young person.






Ensure Suitability

Make sure the resource is suitable for the child

Practitioners using an exploitation resource with a child/ young person during one-to-one work should ensure they are familiar with the content and watch it before showing it to children. They should consider if the content of the resource is similar to the child/young person’s situation and whether or not the child/young person is likely to respond to this in a positive or significantly distressing way. Practitioners should assess if the resource is appropriate for the child’s age, developmental age and the situation they’re in.



Provide Safety


Have safety strategies in place to reduce the risk of harm and manage any traumatic responses.

During one-to-one work the practitioner should assess what coping strategies the child/young person already has and makes use of when things become too much, as well as including the child/young person in discussions about what else might help them manage any potential distressing responses. 

When introducing an educational exploitation resource, the child/young person should always have the option and opportunity to say if they feel uncomfortable during a session. Some young people use words to inform us they feel uncomfortable and others use a signal such as raising their hand. If children can’t or won’t use a signal, the practitioner should look out for any signs that the child/young person may be experiencing significant distress, such as looking away, looking upset and teary, fidgeting, change in their tone. 

Another safety technique is the use of a ‘safe object’ where a young person simply holds on to an object that helps them to relax and feel safe while watching an educational film. This could be a paperclip, pen, elastic band, anything that the child wants to use. Please remember this doesn’t mean they are not concentrating in session. 






Agreement

Make sure the child/young person has consented to view the resource.

Informed consent should always be obtained from the child/ young person before showing the resource. If a child/young person doesn’t want to watch a resource and they are forced/pressured to watch it, after they have explicitly said “no”, this highlights a problem with the practitioner, not the resource.

Many children/young people who have experienced exploitation often feel that they have never had a choice, so make sure you have their consent and you are giving them a choice so they have sense of control.

It’s important to let the child/young person know that even though they may have given consent, they can change their mind at any time and say that they no longer wish to view the resource, even if viewing of the resource has already started.

It’s also worth noting that if a child declines to view the resource this may be an indicator that something has occurred or is occurring in the child’s life that may need further exploration with a view to the child being offered appropriate support.



Robust introduction

Ensure a clear and robust introduction of the resource takes place, including the explanation of the more uncomfortable parts, prior to showing the resource

Prior to showing the resource it should be introduced to the child/young person in a clear and robust manner which includes a number of elements. As highlighted under ‘Purpose’ the practitioner should inform the child/young person why the resource is being shown to them along with the outcome they hope it will achieve or contribute towards achieving. Content should be explained, especially content that could be described as uncomfortable and/or distressing to watch. Support should be made available during and after the session (see ‘Debrief’) and the child/young person should be made aware of this.

Safety strategies should be highlighted and explored, and the child/young person should be encouraged to make use of existing safety strategies that may already use when things get tough. It’s also important that the child/young person knows that they can change their mind at any time and inform the practitioner that they want to stop viewing the resource.






Educate appropriately/Ensure appropriate use 

Make sure the resource is used appropriately and that the message conveyed is also appropriate.

When using exploitation resources we should ensure we are using them appropriately. What does this mean? It means using them to aid discussion not replace discussion; it means using them to give children the message that they are never to blame for their abuse and that the blame always sits with the perpetrator; it means using them to focus on the perpetrator’s behaviour not the choices made by the victim; it means using them to inform abused and exploited children that they’ve done nothing wrong. Highlight that facilitators need to be prepared for possible disclosures and to keep in mind that the message about not being to blame is particularly pertinent for children who have been or are being abused and exploited.

As a practitioner make sure you give plenty of time for discussion after the session has been delivered.  The discussion will provide an opportunity for debate and for child/ young people’s beliefs to be challenged. There’s no point in giving young people information if you can’t talk about it.

Thought should also be given to practicalities around how the resources is used. Sometimes when showing an educational CSE /CCE film the stop-start method is used where the film is paused at certain points and the practitioner asks relevant questions. 



Debrief

Ensure a debrief takes place with the child/young person after the resource is shown.

Debrief checkout with the child/young person this means ensuring that the child/young person is ok after the session and has access to information and support after the resource has been shown. 

During one-to-one work this can include discussing the resource with the young person after they have viewed it to see how it has left them feeling and/or signposting them to websites, services and other places where support and information can be accessed. 
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