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72 hour window72 hour window Post 72 hoursPost 72 hours

Security Incident 
Identified

Complete Risk 
Assessment

Report the incident 
to DPO Mailbox

Report the incident 
to DPO Mailbox

Threshold for ICO 
reporting met?

Assist In 
Investigation and 

actions

Log and  
Close Incident

Assess Incident

Is this incident a 
breach?

Log and 
Investigate

Is there risk /  harm 
arising  from the 

breach to a person?

Initiate 
recovery and 
containment

Report 
Incident to the 

ICO

No

Yes No
Check Actions 

complete
Close

safeguarding 
concern?

Escalation to
• AD HOS
• CG
• SIRO

Yes

Complete ICO 
recommendations

Safeguarding 
Process 
initiated

yes
No

Escalation where necessary to:
• ADCS
• DfE
• Other Organisations

All actions 
complete

No

Escalate to IAO

yes

Yes

Severity 
Assessment

Close 

Is there data 
processor 
involved

Commisioning 
Team Notified.

Yes

No

No

Contract 
reevaluation

Monitoring risks

https://intranet.birminghamchildrenstrust.co.uk/info/20259/general_data_protection_regulation_gdpr/499/report_a_data_breach/2
https://intranet.birminghamchildrenstrust.co.uk/info/20259/general_data_protection_regulation_gdpr/499/report_a_data_breach/2
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72 hour window72 hour window Post 72 hoursPost 72 hours

Security Incident 
Identified

safeguarding 
concern?

Safeguarding 
Process initiated

Monitoring Risks

Escalation where necessary to:
• CG
• AD HOS
• ADCS
• DfE
• Other Organisations

Information Gathering
• ICO escalation and DPO details
• Details of service users affected
• Third party involved
• Details of the incident, severity and 

category of incident.

Escalate with 
relevant 
services

Organisatoinal 
DP procedures

Are Trust service 
Users affected?

Notification

Continue with 
own process

Yes

No

No

Notify BCT of 
outcome and 

actions completed
Close

yes BAU

Incident Management 
Process (1)

• DP Team to log all 
information gathered as an 
incident – ‘others’

• Where a safeguarding risk 
has been identified, this is 
escalated with: Caldicott 
Roles and SIRO.

• Where necessary SIRO will 
escalate with Exec and 
advice DP who else to 
notify. 

Monitoring (2) Closed 

• DP Team to monitor any 
outstanding / pending 
actions

• Where actions are 
outstanding escalate this. 

• Where the ICO have closed 
with recommended actions 
these need monitoring.

Does this meet 
threshhold for 

reporting?

The Following 
Notified:

SIRO, CG, CEO, 
Directors

DPO Complete 
incident form. 

Reported to ICO

Engagement with 
ICO for queries and 

responses.

What is the ICO 
outcome?

closed

Notify:
Exec Team and 

Council 
Scrunity Comm

Sanction
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