Right to Erasure — Meeting Article 17 requirements

Inform data subjects on
next steps (standard letter)

T

Data Subject

26-30 days

Y [nform Data Subject on
i request on outcome *7

Complaint

0-5 days
;

Vetting and

Check
grounds for

Demonstrate and

Scoping *1 request cited

Disclosure
Support Team

No
*2 T

keep a log of
decision.

mma Close case on iCasework

Identify
Source Data

Is the data
shared with a

Contact each recipients
and inform them of
erasure
**Exception —
Disproportion Effect

Guidance on to
make decision

Form that
documents the
decision making

*1 Vetting and Scoping ] *3 Identify the source data - *4 |s request valid?

Service area to:

e Check if the requestor has a legitimate right to make the
request?

e Track all copies of the paper and electronic record

e Check if there any established relationships that will get
affected if the record is deleted?

e Check if Information is held in backup systems (may stay
on back ups untill over ridden), achieved systems as well as
off site Storage?

e Check of there are any there party processors

e  Understand if the request manifestly unfounded or

excessive.

*5 Manifestly Unfounded

The Service must consider the request in the context in which
it is made, and is responsible for demonstrating that it is
manifestly unfounded.

Disclosure Team to
e Check the Identity of the requestor.

Check the Address of the requestor

Check if data in scope is personal data.

Check What information the requestor wants deleting.
Check if the details have been provided to identify the
information. If not, liaise with the requestor to identify
the information. Onus is on the requestor to bring the
information to the notice if the Trust.

*2 Check grounds for request cited

Disclosure Team to ensure that the requestor has cited the

grounds for erasure.

Example:

e the personal data is no longer necessary in relation to
the purpose for which it was originally collected;

e  the processing is based on consent and consent is
withdrawn (and there is no other legal ground for the
processing);

e the data subject objects to the processing and there are
no overriding legitimate grounds for the processing;

e the personal data was unlawfully collected;

e the personal data has to be erased in order to comply
with a legal obligation;

Identify Servive area

The Servicemust not presume that a request is manifestly
unfounded because the individual has previously submitted
requests which have been manifestly unfounded or excessive
or if it includes aggressive or abusive language. The service
must consider the specific situation and whether the
individual genuinely wants to exercise their rights.
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*6 actioned.
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Service area to assess if;

e  The data is being used to exercise the right of freedom
of expression and information.

e  The data is being used to comply with a legal ruling or
obligation.

e  The data is being used to perform a task that is being
carried out in the public interest

e  The data being processed is necessary for public health
purposes and serves in the public interest.

e  The data being processed is necessary to perform
preventative or occupational medicine. This only applies
when the data is being processed by a health
professional who is subject to a legal obligation of
professional secrecy.

e  The data represents important information that serves
the public interest, scientific research, historical research,
or statistical purposes and where erasure of the data
would likely to impair or halt progress towards the
achievement that was the goal of the processing.

e  The data is being used for the establishment of a legal
defence or in the exercise of other legal claims.

Please take advice from DPO or Legal Team if unsure.

*6 Make a Request to Remove Data

Where the data has been made available in online

environment:

. Inform the other data controller and take
reasonable steps to take down the information.

Where the data is in electronic format on a system,:

e Ifavalid erasure request is received and no
exemption applies then the service will have to
take steps to ensure erasure from backup
systems as well as live systems. Those steps will
depend on how the Trust uses the data,
retention schedule (particularly in the context
of its backups), and the technical mechanisms
that are available.
The Service must be absolutely clear with
individuals as to what will happen to their data
when their erasure request is fulfilled, including
in respect of backup systems.
It may be that the erasure request can be
instantly fulfilled in respect of live systems, but
that the data will remain within the backup
environment for a certain period of time until it
is overwritten.
The key issue is to put the backup data 'beyond
use’, even if it cannot be immediately
overwritten. The service must ensure that they
do not use the data within the backup for any
other purpose, ie that the backup is simply held
on the systems until it is replaced in line with
an established schedule. Provided this is the
case it may be unlikely that the retention of
personal data within the backup would pose a
significant risk, although this will be context
specific.

*7 Inform Data Subject on outcome

When Request is refused the service must inform the
requestor without undue delay and within one month of
receipt of the request the following:

e thereasons the service is not taking action;

e their right to make a complaint to the ICO or
another supervisory authority; and
their ability to seek to enforce this right through a
different data controller.
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